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1. About this Guide

This guide covers PacketFence installation and day-to-day administration. It provides
comprehensive instructions for system requirements assessment, initial deployment,
network integration, authentication configuration, and ongoing maintenance. The guide
covers both standalone and distributed deployments, including certificate management,
database configuration, and integration with external authentication systems like Active
Directory and LDAP.

Find the latest version at https://www.packetfence.com/docs/

1.1. Other Guides

Clustering Guide

Comprehensive guide for setting up active/active clustering environments with HAProxy
load balancing, Keepalived for high availability, and Galera database clustering. Includes
advanced configuration for layer-3 clusters and troubleshooting cluster synchronization
issues.

DeveloperOs Guide

Technical documentation for customizing PacketFence including REST API usage,
captive portal theming and functionality modifications, SNMP module development,

supporting new network equipment, and application code customizations. Essential for
integrators and developers extending PacketFence.

Network Devices Configuration Guide

Device-specific configuration instructions for over 80 supported network vendors
including switches (802.1X, MAC authentication, VLAN assignment), wireless controllers
and access points. Covers RADIUS, SNMP configuration and integration with various
network equipment manufacturers.

Upgrade Guide

Step-by-step upgrade procedures with version-specific compatibility changes, manual
configuration migration steps, database schema updates, and critical upgrade notes.
Includes troubleshooting for common upgrade issues and rollback procedures.

1.2. Other sources of information

https://www.packetfence.com/news

Release announcements with detailed feature descriptions, performance improvements,
security updates, and comprehensive bug fix listings organized by PacketFence version.

PacketFence Users Mailing List

Community support forum for installation help, configuration questions, troubleshooting
assistance, and best practices discussions. Active community of users and developers
providing peer-to-peer support.
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PacketFence_Clustering_Guide.pdf
PacketFence_Developers_Guide.pdf
PacketFence_Network_Devices_Configuration_Guide.pdf
PacketFence_Upgrade_Guide.pdf
https://www.packetfence.com/news
https://sourceforge.net/p/packetfence/mailman/packetfence-users/

PacketFence Announcements

Public announcements including new releases, security warnings and important updates
regarding PacketFence. Low-traffic list for staying informed about major PacketFence
developments.

PacketFence Development

Discussion of PacketFence development including feature requests, architectural
discussions, patch submissions and development coordination. For developers
contributing to PacketFence core.

Package and release tarballs include the PacketFence guide files.
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2. Introduction

PacketFence is a fully supported, trusted, Free and Open Source network access control
(NAC) system. It features a captive portal for registration and remediation, centralized
wired and wireless management, 802.1X support, layer-2 isolation of problematic devices,
and integration with IDS, vulnerability scanners and firewalls. PacketFence effectively
secures networks from small to very large heterogeneous environments. Visit
https://www.packetfence.com  for more details.
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3. System Requirements

3.1. Assumptions

PacketFence reuses many components in an infrastructure. Nonetheless, it will install the
following ones and manage them itself:

¥ database server (MariaDB)

¥ web server (Apache)

¥ DHCP server (PacketFence)
¥ RADIUS server (FreeRADIUS)
¥ firewall (iptables)

This guide assumes all components run on the same server as PacketFence.

Understanding these components and GNU/Linux is required. PacketFence installs and
manages these services. Ensure other services start automatically with your operating
system.

3.2. Minimum Hardware Requirements

Minimum server hardware recommendations

¥ Intel or AMD CPU 3 GHz, 4 CPU cores
¥ 16 GB of RAM
¥ 200 GB of disk space (RAID-1 recommended)

¥ 1 network card (2 recommended)

3.3. Operating System Requirements

PacketFence supports the following operating systems on the x86_64 architecture:

¥ Red Hat Enterprise Linux 8.x Server
¥ Debian 12.x (Bookworm)

Ensure you can install additional packages from your distribution. Red Hat Enterprise Linux
requires Red Hat Network subscription.

Other distributions like RHEL or Debian derivatives may work but are not officially
supported or documented.

Other Recommendations

¥ Use logical volume management (LVM) to allocate space

Copyright © Akamai Technologies Canada In@. System Requirements



4. Installation

Install PacketFence using the Zero Effort NAC (ZEN) appliance or standard package
repository on GNU/Linux installations.

4.1. Installing PacketFence from the ZEN

ZEN (Zero Effort NAC) edition enables rapid PacketFence deployment. 1tOs a fully installed,
preconfigured virtual appliance compatible with VMware ESX/ESXi, Microsoft Hyper-V and
other products. This section covers VMware-based deployment. Xen-based hypervisors
are not supported.

Download the ZEN here: https://www.packetfence.com/download/#zen

4.1.1. Virtual Machine

Tested with VMware ESXi, Fusion and Workstation with 16 GB RAM dedicated to the VM.
Compatible with other VMware products. Requires 64-bit CPU host for long mode support.
PacketFence ZEN comes as a pre-built OVF virtual disk. Import the OVF using vSphere
Client or vCenter for ESX hypervisors.

The VMOs first network card receives IP through DHCP.
The virtual appliance passwords are:

Management (Console/SSH) user
¥ Login: root
¥ Password: p@ck3tf3nc3

Be sure to change default passwords if you plan to use this image in

WARNING ;
production.

4.1.2. Import to ESX

Make sure that there is only one virtual network card created, and also make sure that the
vEthernet is connected to a virtual switch (vSwitch). That virtual network card will be used
as the PacketFence management interface.

4.1.3. Import to VMware Player/Workstation for Linux

Newer versions of VMware Player handle VLAN trunking a lot better. With that in mind, we
can use a single interface on the VM. So, ensure that the VM host is plugged into a physical
trunk port with VLAN 1,2,3,5,10 and 200 as the allowed VLAN. These VLANs will be used
later in configuration examples.
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4.2. Installing PacketFence from the ISO

The 1SO edition of PacketFence allows you to install PacketFence on Debian 12 with minimal
effort. Instead of manually installing Debian 12 and installing PacketFence after, this will
perform both tasks and select the optimal parameters and best practices for installing the
operating system.

Download the ISO here: https://www.packetfence.com/download/#packages

4.2.1. Machine specifications

This setup has been tested using VMware ESXi, Proxmox VE and VirtualBox and works with
any hypervisor PacketFence supports as well as bare-metal servers.

A virtual machine or server with 16 GB of RAM dedicated to machine as well as 4 CPUs is
required. Allocate at least 200GB of disk space for PacketFence.

4.2.2. Installing the I1SO to a virtual machine

Provision a virtual machine with the specifications above, mount the ISO in the CD/DVD
drive of the machine and start it. The installer will open. Follow the instructions on screen to
complete the installation.

4.2.3. Installing the 1ISO to a bare-metal server

First, ensure the server follows the specifications above, then burn the ISO onto a DVD or
USB key and boot it on the server. The installer will open. Follow the instructions on screen
to complete the installation.

4.3. Installing PacketFence on existing Linux

PacketFence provides repositories for RHEL 8 and Debian 12 (bookworm) with all required
dependencies.

Repository Benefits:

¥ Streamlined installation with dependency management
¥ Pre-built RPM (EL8) and DEB (Debian 12) packages
¥ Simplified upgrade process

4.3.1. Common Prerequisites

All Systems:

¥ Minimal OS installation (no additional packages)
¥ UEFI Secure Bootdisabled (if applicable)

¥ System updated to latest patches

¥ No SELinux or Apparmor enabled

¥ No firewalld (Iptables is used)
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4.3.2. RHEL 8 System Preparation

Security Configuration

# Disable firewall and SELinux (required)
systemctl disable  --now firewalld
sed -i 's/"SELINUX=.*/SELINUX=disabled/' /etc/selinux/config

# Update system
yum update

# Reboot to apply SELinux changes
reboot

PacketFence will not work properly if SELinux is enabled. Explicitly disable SELinux in the
letc/selinux/config  file and reboot the machine.

Kernel and Development Tools
Prerequisites:

¥ Valid RHEL subscription for dependency installation

¥ L atest kernel running

# Install kernel development package for current kernel
yuminstall  kernel-devel- $(uname-r)

# Remove conflicting container tools (PacketFence uses docker)
yum remove runc podman

# Import PacketFence GPG key (required for EL8)
rpm --import https://inverse.ca/downloads/GPG_PUBLIC_KEY

PacketFence Software Installation

# Install PacketFence repository

yum localinstall
https://www.packetfence.org/downloads/PacketFence/RHELS8/packetfence-release-
15.0.0.el8.noarch.rpm

# Install PacketFence with all dependencies

# Includes: MariaDB, FreeRADIUS, DHCP server
yum install --enablerepo=packetfence packetfence

Copyright © Akamai Technologies Canada Inc. 4. Installation



4.3.3. Debian 12 System Preparation

Security Configuration:

# Update system first
apt-get update &&apt-get upgrade

# Disable AppArmor (required)
systemctl disable  --now apparmor
# Follow: https://wiki.debian.org/AppArmor/HowToUse#Disable_AppArmor

# Disable resolvconf and create static resolv.conf
rm/etc/resolv.conf
echo "nameserver 8.8.8.8" > /etc/resolv.conf

# Reboot to apply changes
reboot

Regarding AppArmor, even if they may be wanted by some organizations, PacketFence will
not work properly if AppArmor is enabled. Follow instructions on the  Debian wiki.

Regarding resolvconf, remove the symlink to that file and create the /etc/resolv.conf  file
with the desired content.

Kernel and Development Tools
Prerequisites:

¥ Fresh Debian 12 (bookworm) installation
¥ Latest kernel running

# Install kernel headers for current kernel
apt install  linux-headers- $(uname-r)

Important : Ensure youQOre running the latest kernel before installing development packages.
Reboot if kernel was updated.

PacketFence Software Installation

# Install repository tools and GPG key

apt install gnupg sudo curl

curl -fsSL https://inverse.ca/downloads/GPG_PUBLIC_KEY | gpg --dearmor -0
/etc/apt/keyrings/packetfence.gpg

# Add PacketFence repository (Debian 12 bookworm)

echo "deb [signed-by=/etc/apt/keyrings/packetfence.gpg]
https://inverse.ca/downloads/PacketFence/debian/15.0.0 bookworm bookworm" >
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letc/apt/sources.list.d/packetfence.list

# Install PacketFence with all dependencies

# Includes: MariaDB, FreeRADIUS, DHCP server
apt-get update

apt-get install packetfence

4.4. Installing PacketFence on Linode

PacketFence v12 includes instructions on deploying PacketFence on Linode laaS. See the

Appendix below for details.

Copyright © Akamai Technologies Canada Inc. 4. Installation
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5. Getting Started

Configure PacketFence after installation. The web-based configurator starts automatically.

This section configures PacketFence as a RADIUS server with 802.1X support through
Microsoft Active Directory and a Cisco 2960 access switch. The 802.1X client is a Microsoft
Windows 7 computer connected to the Cisco 2960 switch. The architecture diagram shows
component interconnections:

Microsoft
PacketFence . .
Active Directory
,”,¢~\~\ ”,¢~~\~
i< > <. >
10 71 S 71
SoL” 1 H oL 1
: g 1 H T 1
1 ! - H D 1 I
~ 1 ] 4 1 ]
Se 1 et Seo 1 e’
\\I’a \\I’/
‘ port#lo
Cisco 2960 Windows 7

For other access switches, refer to PacketFence Network Devices

NOTE Configuration Guide.

5.1. Going Through the Configurator

Open PacketFenceOs configurator at https://@ip_of packetfence:1443 . If unsure of the IP
address, run ip a in Linux shell. Complete these steps:

¥ Step 1 - Configure Network - Define one interface with "Management” type. This
interface connects to the Cisco 2960 access switch. The management interface and
Cisco 2960 should be on the same network. Click the logical name to edit interface type

¥ Step 2 - Configure PacketFence - Provide required information for PacketFence
database creation, domain name, hostname and admin credentials

¥ Step 3 - Fingerbank - Provide Fingerbank API key. Fingerbank identifies 1oT devices,
medical devices, industrial and robotics equipment. An API key is recommended for
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device profiling
¥ Step 4 - Confirmation - save the passwords in a secure location and start PacketFence!

After services start, the system redirects to PacketFenceOs admin interface at
https://@ip_of packetfence:1443/ . Log in using credentials from Step 2.

5.2. Connecting PacketFence to Microsoft Active
Directory

Join PacketFence to the Microsoft Active Directory domain. From the admin interface, go to

Configuration ! Policies and Access Control | Domains ! Active Directory Domain and
click New domainProvide required fields including domain admin credentials. Click Create &
Join.

After successful domain join, click the REALMtab. Set the Default realm to use the new
Active Directory domain. Repeat for the NULLrealm.

Add Microsoft Active Directory as an authentication source. From  Configuration ! Policies
and Access Control ! Authentication Sources , click New internal source ! AD . Specify
required fields. Use Active Directory Explorer or AdsiEdit.mmc tools for field identification.

In this new Authentication Source , add an Authentication Rules with name catchall with
no condition and with the following actions:

¥ Role - default

¥ Access duration - 5 days

Make sure the information you provided are valid. Click on the Test button to validate the
provided information. If you see the message Success! LDAP connect, bind and search
successful - the Microsoft Active Directory authentication source has been properly
configured. Save the new authentication source by clicking on the  Savebutton.

5.3. Configuring Cisco Catalyst 2960 Switch
Next, we configure a switch so that it integrates with PacketFence using 802.1X. In our
example, we will use a Cisco Catalyst 2960 access switch and its IP address will be 172.21.2.3.

Our PacketFenceOs server IP address will be 172.20.100.2 - adjust this according to the
environment.

Connect to that switch over SSH as an admin.

5.3.1. Enable 802.1X

As a first configuration step, enable 802.1X globally on the switch. Use the following:

E dotlx system-auth-control
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5.3.2. Configure AAA

The

next step is to configure AAA so it will use the newly created PacketFence server.

Replace the PF_MANAGEMENT_IP variable with the actual PacketFence management IP
(172.20.100.2 in this example) in the following commands:

T [T [T [T e T T T T T mh

aaa new-model

aaa group server radius packetfence

server PF_MANAGEMENT_IP auth-port 1812 acct-port 1813
aaa authentication login default local

aaa authentication dot1x default group packetfence

aaa authorization network default group packetfence
radius-server host PF_ MANAGEMENT _IP auth-port 1812 acct-port 1813 timeout 2
key useStrongerSecret

radius-server vsa send authentication

snmp-server community public RO

snmp-server community private RW

5.3.3. Configure Switchport for 802.1X

Once AAA is ready, configure some or all switchports to perform 802.1X. In this example,
only configure port no. 10 to use 802.1X:

e [T [T T T T T > e T e [Ty [Ty [T

interface fastEthernet 0/10
switchport mode access
authentication host-mode single-host
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication periodic
authentication timer restart 10800
authentication timer reauthenticate 10800
mab

no snmp trap link-status

dotlx pae authenticator

dotlx timeout quiet-period 2

dotlx timeout tx-period 3

Write the switch configuration to memory.

5.4. Adding the Switch to PacketFence

PacketFence must be aware of the equipment it manages. From Configuration ! Policies
and Access Control ! Network Devices ! Switches , click on New Switch ! default . Enter
the switch IP address (172.21.2.3 in our example). As a switch type, select Cisco Catalyst
2960and select Production as the Mode. From the Roles tab, make sure Role by VLAN ID is
checked and that the VLAN ID associated to the default role is set to the normal VLAN
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currently in use on the network. In our example, it will be VLAN 20. That means that once a
802.1X authentication is allowed by PacketFence, access will be properly granted in the
default role in VLAN 20.

From the RADIUStab, specify the Secret Passphrase to use - in our example, it is
useStrongerSecret. It is very important to correctly set the RADIUS secret passphrase
otherwise PacketFence will prevent the switch from communicating to itself.

Finally, from the SNM#ab, provide the correct Community Reaand Community Write values.

5.5. Configuring the Connection Profile

Next, configure the connection profile in PacketFence. That is required so that
PacketFence knows how to handle a connection coming from the wired network or WiFi
network. In this case, create a new connection profile to use the Microsoft Active Directory
authentication source and notify PacketFence to automatically register any devices that
successfully authenticate using 802.1X on the default connection profile.

From Configuration ! Policies and Access Control ! Connection Profiles , click on on New
Connection Profile . Specify the following information:

¥ Profile Name: 8021x

¥ Profile Description: 802.1X wired connections

¥ Enable profile: checked

¥ Automatically register devices: checked

¥ Filters: If any of the following conditions are met:

I Connection Type: Ethernet-EAP

¥ Sources: the newly created Active Directory authentication source

Click on Create to save all configuration changes.

5.6. Configuring Microsoft Windows Supplicant

To enable 802.1X on the wired adapter of the Microsoft Windows 7 endpoint, first enable
the Wired AutoConfig service. From the Microsoft Windows Services control panel, double-
click on Wired AutoConfig. Make sure Startup type: is set to Automatic and click on Start to
enable the service.

Then, from Windows™ Network Connection panel, open the Properties window of the LAN
interface you will use for testing. From the authentication tab, make sure  Enable IEEE
802.1X authentication is checked. As the authentication method, make sure Microsoft:
Protected EAP (PEAP) is selected. Then, click on Settings and make sure Validate server
certificate  is unchecked. As authentication method, make sure Secured password (EAP-
MSCHAPV1$ selected. Then, click on Configure E and make sure Automatically use my
Windows logon name and password (and domain if any) is unchecked.

Save all changes.
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5.7. Testing

Now, perform the testing. First restart the radiusd service. This is required since a new
Active Directory domain controller was added. From  Status ! Services , click on the Restart
button for the radiusd service. PacketFence will take care of restarting that service and the
radiusd-acct and radiusd-auth sub-services.

Connect the Microsoft Windows 7 endpoint on port no. 10 from the Cisco Catalyst 2960
switch. From Microsoft Windows, a popup should appear prompting you for a username
and password. Enter a valid username and password from the Microsoft Active Directory
domain - this should trigger 802.1X (EAP-PEAP) authentication.

To see whatOs happening in PacketFence, click on the Auditing tab from PacketFenceOs
admin interface. An entry should appear for the MAC address of the Microsoft Windows 7
endpoint. Click on the line with the correct MAC address to see the RADIUS exchanges. If
the 802.1X authentication is successful, Accept appears as the Auth Status .

If authentication fails or you donOt see RADIUS entries, see RADIUS Debugging and RADIUS
Audit Log in the Troubleshooting section.

5.8. Alerting

PacketFence can send emails to administrators, users and guests. Therefore, it is important
to properly configure the mail sending functionality of PacketFence. From  Configuration !
System Configuration ! Alerting , set at least the following fields:
¥ Sender - the "From" address of emails being sent by PacketFence
¥ SMTP server - IP or DNS name of the SMTP server used by PacketFence to send all
emails

If the SMTP server requires authentication or encryption to relay emails, properly configure
the SMTP encryption, username and password parameters.
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6. Enabling the Captive Portal

In the previous section, we have successfully configured 802.1X using PacketFence,
Microsoft Active Directory and a Cisco Catalyst 2960 switch. While this demonstrates the
fundamental role and capabilities of a NAC solution, most organizations are also looking at
providing access to guests for example. One way of handling guests on a network is
showing them a captive portal and let them register their own devices. This section will
guide you in achieving this with PacketFence.

There are two ways PacketFence can show its captive portal for unknown (or unregistered)
devices:

¥ it can use Web Authentication (or also known as hotspot-style authentication) - this
works with numerous equipment vendors

¥ it can use a registration VLAN, where PacketFence provides DHCP services and DNS
black-holing services - this works with any equipment vendors that support RADIUS
dynamic VLAN assignment

For our example, we will use Web Authentication, as it is supported by the Cisco Catalyst
2960. For more information on various enforcement modes, please refer to the  Supported
Enforcement Modessections of this document.

6.1. Creating Authentication Source for Guests

To keep our example simple, we will simply create a captive portal for guests where they will
only have to accept the terms and conditions prior to gaining network access. To do so, we
must first create a Null authentication source. From Configuration ! Policies and Access
Control ! Authentication Sources , click on New external source ! Null . As Nameand
Description , specify 'null-source’. Then add an Authentication Rules with name catchall
with no condition and with the following tow  Actions:

¥ Role - guest

¥ Access duration - 12 hours

Click on Saveto save the new authentication source.

6.2. Configure switchport for Web Authentication

Connect to that switch over SSH as an admin.

First, we need to enable Change-of-Authorization (CoA) in our Cisco Catalyst 2960 switch
configuration. We essentially need to allow our PacketFence server (172.20.100.2) to send
CoA requests to the switch:

E aaa server radius dynamic-author
E client 172.20.100.2 server-key useStrongerSecret
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E port 3799

Then, we must enable Web Authentication on switch port no. 10. Add the following
configuration to the global section:

E ip device tracking
E ip http server
E ip http secure-server

Then add the required access list:

E ip access-list extended registration
E deny ip any host 172.20.100.2

E permit tcp any any eq www

E permit tcp any any eq 443

6.3. Adjust Switch Configuration in PacketFence

Next we have to let PacketFence know that Web Auth is to be used on the Cisco Catalyst
2960 switch. From Configuration ! Policies and Access Control ! Switches and click on the
switchOs IP to open its configuration options. From the Definition tab, make sure Use CoA
and External Portal Enforcement are checked and set the CoA Portto 3799. From the Roles
tab, make the following changes:

¥in Role by VLAN ID, set the registration and guest VLAN ID to 20 - this will ensure
unregistered clients are initially put in VLAN 20 and avoid a VLAN change once they
properly authenticate from the captive portal

¥ make sure Role by Switch Role is checked and set the registration role to registration -
this will ensure the registration access list created in the previous section is returned for
unregistered users. This will limit their access to the PacketFence captive portal

¥ make sure Role by Web Auth URL is checked and set the registration URL to
http://172.20.100.2/Cisco::Catalyst_2960

Click on Saveto save all configuration changes.

6.4. Enabling Portal on Management Interface

By default the PacketFenceOs captive portal does not listen on the management interface.
To change this, go in Configuration ! Network Configuration ! Interfaces and click on the
logical name of the management interface to bring the configuration panel. In  Additionnal
listening daemon(s) - make sure you add portal .

You must then restart the following services from  Status ! Services :

¥ haproxy-portal
¥ httpd.portal
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6.5. Configuring the Connection Profile

For Web Authentication, we will create a new connection profile in PacketFence. That
means the default connection profile will be used for 802.1X while the new connection
profile will be used for Web Authentication and will be used to display a captive portal with
our Null authentication source. From Configuration ! Policies and Access Control !
Connection Profiles click on New Profile . Specify the following information:

¥ Profile Name: guest
¥ Filters: If any of the following conditions are met:

¥ Connection Type: Ethernet-NoEAP
¥ Sources: null-source

Click on Saveto save all configuration changes.

6.6. Testing

First make sure that the Microsoft Windows 7 endpoint is unplugged from the Cisco

Catalyst 2960 switch. Then, make sure the endpoint is unregistered from PacketFence. To

do this, from the Nodes configuration module, locate its MAC address and click on it. From
the node property window, change the Status to unregistered .

Next, we need to disable 802.1X from the network configuration card from the Microsoft
Windows 7 endpoint. We want to simulate here an authentication by MAC address, so we
have to disable 802.1X to do this. From Windows™ Network Connection connection panel,
ask for the properties of the LAN interface you will use for testing. From the authentication
tab, make sure Enable IEEE 802.1X authentication is unchecked. Save all changes.

Next, connect the endpoint in the Cisco Catalyst 2960 switch. After a few second, open a
web browser and try to open any website - say https://www.packetfence.com . You should
now see the captive portal. You should only need to accept the terms and conditions for
gaining network access.

If the captive portal doesnOt appear or redirects fail, check portal-related logs as described in
Log Files and Network Connectivity Issues in the Troubleshooting section.
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7. Authentication Sources

PacketFence authenticates users registering devices via captive portal using various
methods:

¥ Active Directory

¥ Apache htpasswd file

¥ BlackHole

¥ Email

¥ External HTTP API

¥ Clickatell

¥ Facebook (OAuth 2)

¥ Github (OAuth 2)

¥ Google (OAuth 2)

¥ Kerberos

¥ Kickbox

¥ L DAP

¥ LinkedIn (OAuth 2)

¥ Null

¥ OpenlD Connect (OAuth 2)

¥ RADIUS

¥ SMS

¥ Sponsored Email

¥ Twilio

¥ Windows Live (OAuth 2)

¥ Password of the day
and many others. PacketFence also authenticates users in its internal SQL database. Create
authentication sources from the admin interface:  Configuration ! Policies and Access

Control ! Authentication Sources . Authentication sources, rules, conditions and actions
stored in /usr/local/pf/conf/authentication.conf

Each authentication source has rules, conditions and actions.

Multiple authentication sources are tested in specified order (reorder in admin interface by
dragging). Each source can have multiple rules, tested in order. Rules can be reordered like
sources. Conditions define rule matching criteria. When criteria match, actions apply and
rule testing stops across all sources (“first match wins").

When no condition is defined, the rule will be considered as a catch-all. When a catch-all is
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defined, all actions will be applied for any users that match in the authentication source.
Once a source is defined, it can be used from Configuration ! Policies and Access Control !
Connection Profiles . Each connection profile has a list of authentication sources to use.

In the previous section, you configured two authentication sources: Microsoft Active
Directory and the Null sources. They were both catch-all sources.

7.1. Email Authentication for Guests

This section will show you how to allow guests to register endpoints using their emalil
address. PacketFence sends a PIN code to the guestOs email address. That code will then be
required to complete the registration process.

7.1.1. Adding Email Authentication Source

From Configuration ! Policies and Access Control ! Authentication Sources , click New
external source ! Email . AsNameand Description , specify email-source .

Additional options available

¥ email_activation_timeout - This is the delay given to a guest who registered by emalil
confirmation to log into his email and click the activation link.

¥ allow_localdomain - Accept self-registration from email address within the local
domain

¥ activation_domain - Set this value if you want to change the hostname in the validation
link. Changing this requires to restart haproxy to be fully effective.

¥ allowed_domains - A comma-separated list of domains that are allowed for email
registration. Allowed domains are checked after banned domains.

¥ banned_domains - A comma-separated list of domains that are banned for emalil
registration. Banned domains are checked before allowed domains.

Then add an Authentication Rules with name catchall with no condition and with the
following two Actions:

¥ Role - guest

¥ Access duration - 12 hours

Click on Create to save the new authentication source.

7.1.2. Configuring the Connection Profile

Now letOs add our new Email-based authentication source to our guests captive portal. From
Configuration ! Policies and Access Control ! Connection Profiles , click on the guest
profile that we previously created. In the Sources click on the (+) button and add the newly
created Email source, email-source . Save the changes by clicking on the Savebutton.

You can preview at any time the portal associated with connection profile by

NOTE clicking on the Preview button near the ConnexionOs title.
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7.1.3. Testing

Unplug and unregister your endpoint. Reconnect the endpoint - you should see the captive
portal with the new Email-based registration option.

7.2. Adding SMS Authentication for Guests

This section will show you how to enable SMS authentication on the captive portal so that
guests use their cellular phone number to register their endpoints. PacketFence will send an
SMS PIN code to the guest phone number. That code will be required to complete the
registration process. The SMS code will be sent by PacketFence over email - using popular
SMTP-t0-SMS gateways.

Some of the key concepts presented in this section are:

¥ Authentication sources

7.2.1. Adding SMS Authentication Source

Now that you understand what authentication sources and alerting are, we will add an SMS
authentication source on our guest portal. We previously used the 'Null’ source but we will
add another source. Portal profiles can provide multiple authentication sources.

From Configuration ! Policies and Access Control ! Authentication Sources , click New
external source ! SMS . As Nameand Description , specify sms-source. Then add an
Authentication Rules  with name catchall with no condition and with the following two
Actions :

¥ Role - guest
¥ Access duration - 12 hours

You will also need to select the proper carriers to do your test. Make sure you include the
one your are using for your cellular phone.

Click on Create to save the new authentication source.

Clickatell Source

To use Clickatell as an SMS source, first register at https://www.clickatell.com to get an API
Key for the SMS integration. Then add it as an authentication source the same way as
above, except choosing Clickatell instead of SM3n Add source ! External . Enter a name,
description and your Clickatell API key in the source configuration, then add the
authentication rule.

7.2.2. Configuring the Connection Profile

Now letOs add our new SMS-based authentication source to our guests captive portal. From
Configuration ! Policies and Access Control | Connection Profiles , click on the guest
profile that we previously created. In the Sources, click on the (+) button and add the newly
created SMS source, sms-source. Save the changes by clicking on the Savebutton.

You can preview at any time the portal associated with connection profile by

NOTE clicking on the Preview button near the ConnexionOs title.
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7.2.3. Testing

First unplug and unregister again the Microsoft Windows 7 endpoint. Then, connect the
endpoint in switch port no. 10 - you should see the captive portal with the new SMS-based
registration option. Note that the Null option will also be offered.

7.3. Troubleshooting Authentication Issues

For authentication troubleshooting, see Authentication Failures , Log Files, and RADIUS
Debugging in the Troubleshooting section.
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8. Introduction to Role-based Access Control

One important key concept from NAC solutions is for segregating network accesses. For
example, an employee from the finance department might not have the same network
access level as another employee from the marketing department. Guests should also not
have the same access level as normal employees within an organization. PacketFence uses
roles internally to identify and differentiate users. For segregating network access,
PacketFence can use one or all of the following techniques:

¥ ACL
¥ VLAN or VLAN pool
¥ equipment role
The techniques to use depend on the wired/WiFi equipment itself. A role in PacketFence

will be eventually mapped to a VLAN, an ACL or an external role. Define the roles to use in
the organization for network access.

In our previous configuration examples, we made use of two roles that come by default in
PacketFence: default and guest. We will now add two new roles - one for consultants and
one used to authenticate machines on the network.

8.1. Adding Roles

Roles in PacketFence can be created from Configuration ! Policies and Access Control !
Roles. From this interface, limit the number of devices users belonging to certain roles can
register.

Roles are dynamically computed by PacketFence, based on the rules (ie., a set of conditions
and actions) from authentication sources, using a first-match wins algorithm. Roles are then
matched to VLAN or VLAN pool or internal roles or ACL on equipment from the
Configuration ! Policies and Access Control ! Switches module. For a VLAN pool instead
of defining a VLAN identifier, set a value like that: 20..23,27..30 - which means that the
VLAN returned by PacketFence can be 20 to 23 and 27 to 30 (inclusively). There are three
algorithms: one based on a hash of the username (default one), another one based on a
round-robin (last registered device +1) and one that selects a VLAN randomly in the pool.

Configuration ! Policies and Access Control ! Roles , click on New Role Provide the
following information:

¥ Name: employee
¥ Description: Role used for employees
¥ Max nodes per user: 2

Redo the operation of the other role:

¥ Name: corporate_machine
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¥ Description: Corporate owned machines

¥ Max nodes per user: 1

LetOs say we have two roles: employee and corporate_machine (defined above).

Now, we want to assign roles to employees and their corporate machines using Active

Directory (over LDAP), both using PacketFenceOs captive portal.

8.2. Using the Employee Role

From the Configuration ! Policies and Access Control ! Authentication Sources
New internal source ! AD . We provide the following information:

¥ Name: adl

¥ Description: Active Directory for Employees

¥ Host: 192.168.1.2:389 without SSL/TLS

¥ Base DN: CN=Users,DC=acme,DC=local

¥ Scope: subtree

¥ Username Attribute:  sAMAccountName

¥ Bind DN: CN=Administrator, CN=Users,DC=acme,DC=local

¥ Password: acmel23

, we select

Then, we add an Authentication rules by clicking on the Add rule button and provide the

following information:

¥ Name: employees

¥ Description: Rule for all employees

¥ DonOt set any condition (as itOs a catch-all rule)
¥ Set the following actions:

¥ Role - employee

¥ Access duration - 7 days

Test the connection and save everything. Using the newly defined source, any username
that actually matches in the source (using the sAMAccountName ) will have the employee

role and a 7 days Access Duration.

8.3. Using the Corporate Machine Role

To differentiate user authentication and machine authentication using Active Directory,

create a second authentication sources, for machines:

¥ Name: ad2

¥ Description: Active Directory for Corporate Machines
¥ Host: 192.168.1.2:389 without SSL/TLS

¥ Base DN: CN=Computers,DC=acme,DC=local

¥ Scope: One-level
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¥ Username Attribute:  servicePrincipalName
¥ Bind DN: CN=Administrator,CN=Users,DC=acme,DC=local
¥ Password: acmel23

Then, we add an Authentication rules

¥ Name: machines

¥ Description: Rule for corporate machines

¥ DonOt set any condition (as itOs a catch-all rule)
¥ Set the following actions:

¥ Role - corporate_machine

¥ Access duration - 7 days

Using this configuration, employees can only connect corporate machines, not personal
devices.

When a rule is defined as a catch-all, it will always match if the username
attribute matches the queried one. This applies for Active Directory, LDAP
and Apache htpasswd file sources. Kerberos and RADIUS will act as true
catch-all, and accept everything.

NOTE

To use other LDAP attributes in an authentication source, add them in
NOTE Configuration ! System Configuration ! Main Configuration ! Advanced !
Custom LDAP attributes . They will then be available in the rules defined.
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9. Supported Enforcement Modes

Choose appropriate enforcement mode before configuring PacketFence. Enforcement
mode is the technique used to enforce device registration and network access.
PacketFence supports these enforcement modes:

¥ Inline

¥ Out-of-band using SNMP or RADIUS

¥ Hostpot-style (or Web Auth)

¥ RADIUS only

¥ DNS

Enforcement modes can be combined. For example, use out-of-band mode on wired
switches and inline mode on older WiFi access points.

Following sections explain these enforcement modes and PacketFence configuration for
each.

9.1. Technical Introduction to Inline Enforcement

9.1.1. Introduction

Many NAC solutions cannot support unmanageable devices like entry-level consumer
switches or access-points. PacketFence inline mode supports these devices in-band.
PacketFence becomes the gateway for the inline network, using IPTables/IPSet to NAT or
route traffic to the Internet or other network sections.

9.1.2. Device Configuration

No special configuration needed on unmanageable devices. Simply ensure the device
communicates on the inline VLAN. All traffic passes through PacketFence as it serves as the
VLAN gateway.

9.1.3. Access Control

Access control relies entirely on IPTables/IPSet. When unregistered users connect to inline
VLAN, PacketFence assigns IP addresses. Users are marked as unregistered in ipset session
- web traffic redirects to captive portal, other traffic is blocked. After registration through
captive portal (like VLAN enforcement), PacketFence updates the deviceOs ipset session to
allow the userOs MAC address through.

9.1.4. Limitations

Inline enforcement has several limitations due to its nature:
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¥ Everyone behind an inline interface is on the same Layer 2 LAN

¥ Every packet of authorized users goes through the PacketFence server increasing the
serverOs load considerably: Plan ahead for capacity

¥ Every packet of authorized users goes through the PacketFence server: it is a single
point of failure for Internet access

¥ Ipset can store up to 65536 entries, so it is not possible to have an inline network class
greater than a class B

This is why it is considered a poor manOs way of doing access control. We have avoided it for
a long time because of the above mentioned limitations. That said, being able to perform
both inline and VLAN enforcement on the same server at the same time is a real advantage:

it allows admins to maintain maximum security while they deploy new and more capable
network hardware providing a clean migration path to VLAN enforcement.

9.2. Technical Introduction to Out-of-band Enforcement

9.2.1. Introduction

VLAN assignment is currently performed using several different techniques. These
techniques are compatible one to another, but not on the same switch port. This means that
you can use the more secure and modern techniques for your latest switches and another
technique on the old switches that doesnOt support latest techniques. As itOs name implies,
VLAN assignment means that PacketFence is the server that assigns the VLAN to a device.
This VLAN can be one of your VLANs or it can be a special VLAN where PacketFence
presents the captive portal for authentication or remediation.

VLAN assignment effectively isolate your hosts at the OSI Layer2 meaning that it is the
trickiest method to bypass and is the one which adapts best to your environment since it
glues into your current VLAN assignment methodology.

9.2.2. VLAN assignment techniques

Wired: 802.1X + MAC Authentication

802.1X provides port-based authentication, which involves communications between a
supplicant, authenticator (known as NAS), and authentication server (known as AAA). The
supplicant is often software on a client device, such as a laptop, the authenticator is a wired
Ethernet switch or wireless access point, and the authentication server is generally a
RADIUS server.

The supplicant (i.e., client device) is not allowed access through the authenticator to the
network until the supplicantOs identity is authorized. With 802.1X port-based
authentication, the supplicant provides credentials, such as user name / password or digital
certificate, to the authenticator, and the authenticator forwards the credentials to the
authentication server for verification. If the credentials are valid (in the authentication
server database), the supplicant (client device) is allowed to access the network. The
protocol for authentication is called Extensible Authentication Protocol (EAP) which have
many variants. Both supplicant and authentication servers need to speak the same EAP
protocol. Most popular EAP variant is PEAP-MsCHAPv2 (supported by Windows / Mac
OSX / Linux for authentication against AD).
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In this context, PacketFence runs the authentication server (a FreeRADIUS instance) and
will return the appropriate VLAN to the switch. A module that integrates in FreeRADIUS
does a remote call to the PacketFence server to obtain that information. More and more
devices have 802.1X supplicant which makes this approach more and more popular.

MAC Authentication is a new mechanism introduced by some switch vendor to handle the
cases where a 802.1X supplicant does not exist. Different vendors have different names for
it. Cisco calls it MAC Authentication Bypass (MAB), Juniper calls it MAC RADIUS, Extreme
Networks calls it Netlogin, etc. After a timeout period, the switch will stop trying to perform
802.1X and will fallback to MAC Authentication. It has the advantage of using the same
approach as 802.1X except that the MAC address is sent instead of the user name and there
is no end-to-end EAP conversation (no strong authentication). Using MAC Authentication,
devices like network printer or non-802.1X capable IP Phones can still gain access to the
network and the right VLAN.

Wireless: 802.1X + MAC authentication

Wireless 802.1X works like wired 802.1X and MAC authentication is the same as wired MAC
Authentication. Where things change is that the 802.1X is used to setup the security keys
for encrypted communication (WPA2-Enterprise) while MAC authentication is only used to
authorize (allow or disallow) a MAC on the wireless network.

On wireless networks, the usual PacketFence setup dictate that you configure two SSIDs: an
open one and a secure one. The open one is used to help users configure the secure one
properly and requires authentication over the captive portal (which runs in HTTPS).

The following diagram demonstrates the flow between a mobile endpoint, a WiFi access
point, a WiFi controller and PacketFence:
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1. User initiates association to WLAN AP and transmits MAC address. If user accesses
network via a registered device in PacketFence, go to step 8.

2. The WLAN controller transmits MAC address via RADIUS to the PacketFence server to
authenticate/authorize that MAC address on the AP.

3. PacketFence server conducts address audit in its database. If it does not recognize the
MAC address, go to step 4. If it does, go to step 8.

4. PacketFence server directs WLAN controller via RADIUS (RFC2868 attributes) to put
the device in an "unauthenticated roleO (set of ACLs that would limit/redirect the user to
the PacketFence captive portal for registration, or we can also use a registration VLAN in
which PacketFence does DNS blackholing and is the DHCP server).

5. The userOs device issues a DHCP/DNS request to PacketFence (which is a DHCP/DNS
server on this VLAN or for this role) which sends the IP and DNS information. At this
point, ACLs are limiting/redirecting the user to the PacketFenceOs captive portal for
authentication. PacketFence fingerprints the device (user-agent attributes, DHCP
information & MAC address patterns) to which it can take various actions including:
keep device on registration portal, direct to alternate captive portal, auto-register the
device, auto-block the device, etc. If the device remains on the registration portal the
user registers by providing the information (username/password, cell phone number,
etc.). At this time PacketFence could also require the device to go through a posture
assessment (using Nessus, OpenVAS, etc.).

6. If authentication is required (username/password) through a login form, those
credentials are validated via the Directory server (or any other authentication sources -
like LDAP, SQL, RADIUS, SMS, Facebook, Google+, etc.) which provides user attributes
to PacketFence which creates user+device policy profile in its database.

7. PacketFence performs a Change of Authorization (RFC3576) on the controller and the
user must be re-authenticated/reauthorized, so we go back to step 1.

8. PacketFence server directs WLAN controller via RADIUS to put the device in an
"authenticated roleO, or in the "normal” VLAN.

Web Authentication Mode

Web authentication is a method on the switch that forwards HTTP traffic of the device to

the captive portal. With this mode, your device will never change of VLAN ID but only the
ACL associated to your device will change. Refer to the Network Devices Configuration
Guide to see a sample web auth configuration on a Cisco WLC.

Downloadable ACLs

Downloadable ACLs is a method that can be used when the ACL list is greater than the size
of a RADIUS access-accept paquet. Some vendor support it, like Cisco Switches (I0S 15.2)
and Dell (n1500 fw 6.8)

The RADIUS flow is something close to the normal one but in the Access-Accept reply there
is an extra RADIUS attribute for the equipment to trigger another RADIUS request to
retrieve the ACL.

A second RADIUS request is made with the ACL name as a value of the username and
multiples Access-Challenge are made to retrieve the complete ACL.

To enable it you need first to enable the RADIUS filter in the PacketFence authorize section.
To do that go in Configuration ! System Configuration ! RADIUS ! General and enable Use
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RADIUS filters in packetfence authorize then restart service radiusd-auth .

lusr/local/pf/bin/pfcmd service radiusd-auth restart

Push ACLs

Push ACLs is a method to write directly the ACLs on the equipment if compatible (needs
ssh credentials and admin privileges on the switch). In this senario if the PushACLs is enable
on the switch then PacketFence will take the ACL defined in each role configuration
(Policies and Access Control ! Roles , and ACL in Cisco format ), format it to be compatible
with the equipment and will use ansible to push them on the switch (User role will create a
User ACL on the equipment). Once this ACL is define on the switch, the RADIUS reply will
contain an attribute that tell the switch to apply this ACL on the session. Per example in the
case of Cisco, the attribute used is Filter-ID = User

Role per Switch role needs to be enable and PacketFence will return the role name and not
the role value.

Dynamic/Downloadable ACLs can be combined with Push ACLs but in certain conditions. If
an ACL is defined in the role in the switch configuration then this one will take precedence
on the Push ACL. If the ACL in the role configuration is empty but you have an ACL defined
in the role config then PacketFence will only return the attribute to assign the ACL (no
RADIUS reply containing the ACL).

Here an example of what happen when you have a Cisco WLC where you enabled
PushACLs and you defined the ACL as following:

Role User
Name  User
Description  User role
Parent role
Max nodes peruser 0
The  nod . A number of 1 e
Include Parent ACL: Disabled
Fingerbank Dynamic ACL: Disabled
Use the Fingerbank dynamic ACLS
ACLs  permit udp any any eq 53
outlpermit udp any eq 53 any
permit udp any eq 68 any eq 67
out|permit udp any eq 67 any eq 68
permit ip any host 172.16.0.250
out|permit ip host 172.16.0.250 any
Access Control Lists
Innerit VLAN pisabled
Inherit VLAN from parent if none s found
Inherit Role Disabled
Inherit Role from parent if none is found
Inherit Web Auth URL Disabled
Inherit Web Auth URL from parent if none is found
@ cancel

it will create or replace the User ACL like that:
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Access Control Lists > Edit

General

Access List Name User
Deny Counters 0

Destination
Seq Action Source 1P/Mask  1P/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits

1 P t 0-0.0.0 0-0.0.0 uppP A DNS A Inbound o
1 Permi 0.0.0.0 0.0.0.0 ny ny  Inbouns

2 P t 0.0.0.0 0.0.0.0 uppP DNS A A Outbound 0
2 Permi 0.0.0.0 0.0.00 ny ny utboun

3 permie 0000 0.0.0.0 upP DHCP Client DHCP S A Inbound a
3 permit oo 0.0.0.0 jent erver ny  Inboun

s perme 0000 0.0.0.0 upP DHCP S DHCP Client A Outbound 0
& permit o 0.0.0.0 erver jent ny  Outboun

o ey 0000 / 172.16.0.250 N N N ary Tbeund o
= M 0000 255.255.255.255 ”" v " v dnboun

172.16.0.250 / 0.0.0.0

6 Pemit o sass 0.0.0.0 Any Any Any Any  Outbound 0

Port-security and SNMP

Relies on the port-security SNMP Traps. A fake static MAC address is assigned to all the
ports this way any MAC address will generate a security violation and a trap will be sent to
PacketFence. The system will authorize the MAC and set the port in the right VLAN. VolP

support is possible but tricky. It varies a lot depending on the switch vendor. Cisco is well
supported but isolation of a PC behind an IP Phone leads to an interesting dilemma: either
you shut the port (and the phone at the same time) or you change the data VLAN but the

PC doesnOt do DHCP (didnOt detect link was down) so it cannot reach the captive portal.

Aside from the VolP isolation dilemma, it is the technique that has proven to be reliable and
that has the most switch vendor support.

9.2.3. More on SNMP traps VLAN isolation

When the VLAN isolation is working through SNMP traps all switch ports (on which VLAN
isolation should be done) must be configured to send SNMP traps to the PacketFence host.
On PacketFence, we use snmptrapd as the SNMP trap receiver. As it receives traps, it
reformats and sends them into a redis queue, managed by pfgueue service. The
multiprocessed pfgqueue service reads these traps from the redis queue and takes a decision
based on type of traps. For example, it can respond to them by setting the switch port to the
correct VLAN. Currently, we support switches from Cisco, Edge-Core, HP, Intel, Linksys
and Nortel (adding support for switches from another vendor implies extending the
pf::Switch  class). Depending on your switches capabilities, pfqueue will act on different
types of SNMP traps.
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SNMP

>

snmptrapd pfqueue

You need to create a registration VLAN (with a DHCP server, but no routing to other
VLANS) in which PacketFence will put unregistered devices. If you want to isolate
computers which have open security event in a separate VLAN, an isolation VLAN needs
also to be created.

Link Changes (deprecated)

When a host connects to a switch port, the switch sends a linkUp trap to PacketFence.
Since it takes some time before the switch learns the MAC address of the newly connected
device, PacketFence immediately puts the port in the Registration VLAN in which the
device will send DHCP requests in order for the switch to learn its MAC address. Then
pfqueue will send periodical SNMP queries to the switch until the switch learns the MAC of
the device. When the MAC address is known, pfqueue checks its status (existing ?
registered ? any security event?) in the database and puts the port in the appropriate VLAN.
When a device is unplugged, the switch sends a linkDown trap to PacketFence which puts
the port into the Registration VLAN.

When a computer boots, the initialization of the NIC generates several link status changes.
And every time the switch sends a linkUp and a linkDown trap to PacketFence. Since
PacketFence has to act on each of these traps, this generates unfortunately some
unnecessary load on pfqueue. In order to optimize the trap treatment, PacketFence stops
every thread for a linkUp trap when it receives a 'linkDown" trap on the same port. But
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using only linkUp/linkDown traps is not the most scalable option. For example in case of
power failure, if hundreds of computers boot at the same time, PacketFence would receive
a lot of traps almost instantly and this could result in network connection latency.

MAC Notification Traps (deprecated)

If your switches support MAC noatification traps (MAC learned, MAC removed), we suggest
that you activate them in addition to the linkUp/linkDown traps. This way, pfqueue does not
need, after a linkUp trap, to query the switch continuously until the MAC has finally been
learned. When it receives a linkUp trap for a port on which MAC notification traps are also
enabled, it only needs to put the port in the Registration VLAN and can then free the
process. When the switch learns the MAC address of the device it sends a MAC learned trap
(containing the MAC address) to PacketFence.

Port Security Traps

In its most basic form, the Port Security feature remembers the MAC address connected to
the switch port and allows only that MAC address to communicate on that port. If any other
MAC address tries to communicate through the port, port security will not allow it and send
a port-security trap.

If your switches support this feature, we strongly recommend to use it rather than
linkUp/linkDown and/or MAC notifications . Why? Because as long as a MAC address is
authorized on a port and is the only one connected, the switch will send no trap whether the
device reboots, plugs in or unplugs. This drastically reduces the SNMP interactions between
the switches and PacketFence.

When you enable port security traps you should not enable linkUp/linkDown nor MAC
notification traps.

9.3. Technical Introduction to Hybrid Enforcement

9.3.1. Introduction

In previous versions of PacketFence, it was not possible to have RADIUS enabled for inline
enforcement mode. Now with the new hybrid mode, all the devices that supports 802.1X or
MAC-authentication can work with this mode. LetOs see how it works.

9.3.2. Device Configuration

You need to configure inline enforcement mode in PacketFence and configure your
switch(es) / access point(s) to use the VLAN assignment techniques (802.1X or MAC-
authentication). You also need to take care of a specific parameter in the switch
configuration window, "Trigger to enable inline mode". This parameter is working like a
trigger and you have the possibility to define different sort of triggers:

E ALWAYS::
E PORT::

E MAC::

E SSID::
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where ALWAYS means that the device is always in inline mode, PORT specify the ifindex of
the port which will use inline enforcement, MAC a mac address that will be put in inline
enforcement technique rather than VLAN enforcement and SSID an ssid name. An
example:

E SSID::GuestAccess,MAC::00:11:22:33:44:55

This will trigger all the nodes that connects to the GuestAccess SSID to use inline
enforcement mode (PacketFence will return a void VLAN or the inlineVian if defined in
switch configuration) and the MAC address 00:11:22:33:44:55 client if it connects on
another SSID.

9.4. Technical Introduction to RADIUS Enforcement

9.4.1. Introduction

The concept of having a RADIUS enforcement is to not use registration, isolation, nor the
portal capabilities of PacketFence. Everything here is for RADIUS integration only. By
default the management interface will be the RADIUS interface. If needed, it is possible to
add another interface from Configuration ! Network Configuration ! Networks !
Interface . When doing so, you must select Other as the type of interface. Moreover, you
must select radius as an additionnal listening daemon.

Using RADIUS enforcement, everytime a device connects to the network, a matching
production VLAN will be assigned, depending on the rules in Configuration ! Policies and
Access Control ! Authentication Sources

9.5. Technical Introduction to DNS Enforcement

9.5.1. Introduction

DNS enforcement allows you to control the network access of the device by using the  pfdns
service on PacketFence.

The architecture of DNS enforcement is as following :

¥ DHCP and DNS are provided by the PacketFence server

I The PacketFence DHCP server will provide the IP of your network equipment as the
gateway and the IP address of the PacketFence DNS server to resolve names.

¥ Routing is provided by another equipment on your network (core switch, firewall,
router,E)

¥ pfdns will respond to DNS requests depending on your configuration :
I user registration on portal : it will return IP address of the captive portal

I access to another site : it will resolve name externally and use it in reply

This enforcement mode used by itself can be bypassed by the device by using a different
DNS server or by using its own DNS cache.
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The first can be prevented using an ACL on your routing equipment, the second can be
prevented by combining DNS enforcement with Single-Sign-On on your network

equipment. Please see the Firewall Single-Sign-On documentation for details on how to
accomplish this.

In order to configure DNS enforcement, you first need to go in Configuration ! Network
Configuration ! Networks ! Interface then select one of your interfaces and set it in DNS
enforcement mode.

After, you must configure a routed network for this interface by clicking New routed
network. See the Routed Networks section of this document for details on how to configure it.

If you are not using a routed network, you must use Inline enforcement as

NOTE DNS enforcement can only be used for routed networks.

Once this is done, you must restart the pfdhcp and pfdns services.
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10. Adding Inline Enforcement to Existing
Installation

10.1. Introduction

The inline enforcement is a very convenient method for performing access control on older
network equipment that is not capable of doing VLAN enforcement or that is not supported
by PacketFence.

An important configuration parameter to have in mind when configuring inline enforcement

is that the DNS reached by these users should be your actual production DNS server - which
shouldnOt be in the same broadcast domain as your inline users. The next section shows you
how to configure the proper inline interface and it is in this section that you should refer to
the proper production DNS.

Inline enforcement uses ipset to mark nodes as registered, unregistered and isolated. It is
also now possible to use multiple inline interfaces. A node registered on the first inline
interface is marked with an IP:MAC tuple (for L2, only ip for L3), so when the node tries to
register on another inline interface, PacketFence detects that the node is already registered
on the first inline network. It is also possible to enable inline.should_reauth_on_vlan_change
to force users to reauthenticate when they change inline network - you can change this
from Configuration ! Network Configuration ! Inline - by checking or not the
Reauthenticate node checkbox.

By default the inline traffic is forwarded through the management network interface but it is
possible to specify another one by adding in conf/pf.conf the option interfaceSNAT in inline
section of the conf/pf.conf configuration file. Alternatively, you can change this from
Configuration ! Network Configuration ! Inline in the SNAT Interface section. It is a comma
delimited list of network interfaces like eth0,eth1.2. 1tOs also possible to specify a network
that will be routed instead of using NAT by adding in conf/networks.conf an option nat=no
under one or more network sections (take care of the routing table of the PacketFence
server).

10.2. Preparing the Operating System

In order to build an inline deployment of PacketFence setup you need :

¥ 2 network interfaces for the VM (1 for the Inline and another one to go out)
¥ a switch port in the management network for the PacketFence server

¥ a switch port in the inline network for the PacketFence server which needs to be
configured in access mode and in the same access VLAN as every switchport on which
devices will be connected
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10.3. Adding Inline Interface

PacketFence can be configured right from the start using the PacketFence configurator for
inline enforcement. In this example, we will continue building on top of our initial
deployment by adding a new inline interface to our PacketFence installation.

The first step is to add a dedicated Network Interface Card (NIC) to your current
PacketFence installation. In our example, our new NIC will be named ensl192 The
PacketFence web interface will list all currently installed network interfaces on the system.
An IP and a netmask will be visible if the network interface is configured (either by DHCP or
already manually configured). You can edit those ones, create/delete VLANS on physical
interfaces and enable/disable interfaces. Note that these changes are effective
immediately. Persistence will be written only for enabled interfaces. Which means that if
you change your management IP address, to pursue the configurator, you will need to go on
this new IP address you just set. At all time, you will need to set a Management interface.
That means that the required interface types for inline enforcement are:

E Management
E Inline layer 2

Note that PacketFence will provide these services on its inline interface:

¥ PacketFence provides its own DHCP service. It will take care of IP address distribution in
our Inline network. PacketFence will not provide DHCP services on the management
network - this is the responsibility of your own infrastructure.

¥ PacketFence provides its own DNS service. However, for the inline mode, you will also
need to provide access to the DNS server of your infrastructure.

In the admin interface, go to Configuration ! Network Configuration ! Interfaces , and click
on the ens192logical name. Provide the following information:

IP Address: 192.168.2.1

Netmask: 255.255.255.0

Type: Inline Layer 2

Additionnal listening daemon  (s): portal
DNS Servers: 10.0.0.10

[ T mp mp mp

Click on Saveand toggle the new interface to On
Once done, PacketFence server should have the following network layout:

Please refer to the following table for IP and subnet information :

Networ Name Subnet Gateway PacketFence Address
k Card

ens160 Management 172.20.100.0/16 172.20.0.1 172.20.100.2

ensl192 Inline 192.168.2.0/24  192.168.2.1 192.168.2.1
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Finally, from Status!Services , restart the haproxy-portal , pfdhcp, pfdheplistener , pfdns
services.

10.4. Network Devices

In an inline configuration, the required configurations for network devices (desktops,
tablets, printers, etc.) will be to make sure they can all communicate with PacketFence. In
other words for a switch you will need to configure every ports on which devices will be
connected using the access mode with all of them in the same inline network. Access point
will be connected as device to be in the inline subnetwork.

Example with a Cisco switch:

You should be in mode #conf-t if not execute configuration terminal  in your CLI.

Einterface range [ port-range]

Eswitchport mode access vlan 1

Eno shutdown

Einterface [ packetfence_ens192]

Eswitchport mode access vlan 1

Eno shutdown

Eend

Ecopy running-configuration startup-configuration

Now you can connect any devices that you want to be in the inline network in any of the port
you have just configured.

10.5. Adding Connection Profile for Inline

Next thing we do is to add a new connection profile - for devices coming from the inline
network. We want to show users the captive portal with our Null authentication sources.

From Configuration ! Policies and Access Control ! Connection Profiles , click on Add
Profile . Provide the following information:

¥ Profile Name: inline
¥ Filters: If any Network 192.168.2.0/24

¥ Sources: null-source

Then click on Save

10.6. Testing the Inline Configuration

You can now test the registration process. In order to do so:

¥ connect an unregistered device into the switch

¥ make sure PacketFence provides an IP address to the device. Look into the following log
file: /usr/local/pf/logs/packetfence.log or verify on the computer you obtain an IP in
the right subnet range
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From the computer:

¥ open a web browser
¥ try to connect to a HTTP site (eg. http://www.packetfence.com , Not HTTPS)
¥ make sure that whatever site you want to connect to, you have only access to the
registration page.
Register the computer using using the Null authentication source.

Once a computer has been registered:

¥ make sure PacketFence changes the firewall ( ipset -L ) rules so that the user is
authorized through. Look into PacketFence log file:
lusr/local/pf/logs/packetfence.log

¥ from the web administrative interface, go under Nodes and make sure you see the
computer as Registered.

¥ the computer has access to the network and the Internet.

For inline enforcement issues, check iptables rules and logs as described in Log Files and
Network Connectivity Issues in the Troubleshooting section.
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11. Adding VLAN Enforcement to Existing
Installation

11.1. Introduction

VLAN isolation setup requires:

¥ Supported switch (consult Network Devices Configuration Guide for vendor types and
uplink information)

¥ Normal, registration and isolation VLANs (VLAN numbers and subnets)

¥ Switch port for PacketFence server configured as dotlq trunk (multiple VLANS on port)
Network infrastructure assumptions for this configuration:

¥ VLAN 20 is the management VLAN

¥ VLAN 102 is the registration VLAN (unregistered devices will be put in this VLAN)
¥ VLAN 103 is the isolation VLAN (isolated devices will be put in this VLAN)

¥ VLAN 104 is the normal VLAN (registered devices will be put in this VLAN)

IP and subnet information:

VLAN ID VLAN Name Subnet Gateway

20 Management 172.20.100.0/16 172.20.0.1

102 Registration 192.168.102.0/24 192.168.102.1

103 Isolation 192.168.103.0/24 192.168.103.1

104 Normal 10.0.104.0/24 10.0.104.1

VLAN ID VLAN Name PacketFence DHCP DNS
Address

20 Management 172.20.100.2 infrastructure infrastructure

DHCP server DNS server

102 Registration 192.168.102.1 PF PF

103 Isolation 192.168.103.1 PF PF

104 Normal infrastructure infrastructure

DHCP server DNS server

Note that PacketFence will provide these services on its registration and isolation VLANS:

¥ PacketFence provides its own DHCP services. It will take care of IP address distribution
in VLANs 102 and 103. PacketFence will not provide DHCP services on VLAN 104 - this is
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the responsibility of your own infrastructure

¥ PacketFence provides its own DNS service. It will take care of naming resolution in
VLANSs 102 and 103. PacketFence will not provide DNS services on VLAN 104 - this is the
responsibility of your own infrastructure

11.2. Adding the Registration, Isolation and Other
Interface

First of all, make sure you add a new NIC to your PacketFence server and you set the switch
port where that NIC is connected in trunk . If you prefer, you can also set your management
interface as trunk and set the PVID to your management VLAN on the switch port where
that management is connected.

We will create three interfaces VLAN for registration, isolation and normal using the
management interface.

The required interface types for VLAN enforcement are:

¥ Management
¥ Registration
¥ Isolation

¥ Other

Note that you can only set one (1) management interface.

In our example, we will create three new VLANSs on the wired interface on our new trunk
interface ( ens229 To do so, click the Add VLANutton besides the wired interface for each of
the needed VLAN:

HereOs a sample configuration for both of them:

Registration

EVirtual LAN ID: 102
EIP Address: 192.168.102.1
ENetmask: 255.255.255.0

Isolation

EVirtual LAN ID: 103
EIP Address: 192.168.103.1
ENetmask: 255.255.255.0

Normal

EVirtual LAN ID: 104

Copyright © Akamai Technologids SddadpMh&N Enforcement to Existing Installation 41



Ignore the High-Availability options for now. If you are interested in a

NOTE PacketFence cluster, please refer to the PacketFence Clustering Guide.

According to our example, weQll associate the correct type the each interfaces.

Eens160: Management
Eens224 VLAN 102: Registration
Eens224 VLAN 103: Isolation
Eens224 VLAN 104: Other

Make sure that those three interfaces are in an enabled state for the persistence to occur.
We also need to set the Default Gateway which will generally be the gateway of the
management network.

Finally, from Status!Services , restart the haproxy-portal , pfdhcp, pfdhcplistener , pfdns
services.

11.3. Network Devices

Now letDs modify our switch configuration to enable our new registration and isolation
VLANSs. In the admin interface, go to Configuration ! Policies and Access Control !
Network Devices ! Switches , and click on our Cisco 2960 switch we added earlier
(172.21.2.3).

From the Roles tab, make sure you specify the following information:

ERole by VLAN ID: checked
Eregistration VLAN: 102
Eisolation VLAN: 103
Edefault: 104

Eguest: 104

Disable Role by Switch Role and "Role by Web Auth URL".

Click on the Savebutton once completed.

11.3.1. Configure the Cisco Catalyst 2960

In previous sections, we correctly configured our switch to do 802.1X. Now letOs slightly
modify that configuration so that we enable MAC authentication and 802.1X on a new
switch port. This will demonstrate the configuration differences.

11.3.2. Configure Switchport for MAB

Once AAA is ready, we can configure some or all switchports to perform MAB (MAC
Authentication Bypass) and 802.1X. In our example, we will only configure port no. 11
without VolIP support:
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Eswitchport mode access
Eauthentication host-mode single-host
Eauthentication order mab dot1x
Eauthentication priority mab dotl1x
Eauthentication port-control auto
Eauthentication periodic
Eauthentication timer restart 10800
Eauthentication timer reauthenticate 10800
Emab

Eno snmptrap link-status

Edot1x pae authenticator

Edotlx timeout quiet-period 2

Edotlx timeout tx-period 3

If you want to test some ports with a VolP phone (ex: Voice VLAN 200), add the following
lines to your interface configuration:

Eswitchport voice vlan 200
Eauthentication host-mode multi-domain

11.3.3. Configure SNMP
Finally, for some operations (like VolP), PacketFence still need to have SNMP access to the

switch. Make sure you configure the two SNMP communities like:

Esnmp-server community ciscoRead ro
Esnmp-server community ciscoWrite rw

NOTE You can refer to the Cisco Catalyst documentation for more options.

11.3.4. Save the Configuration

When done, donOt forget to save your configuration changes using the write mem command.

11.4. Adding Connection Profile for Registration

Next thing we do is to add a new connection profile - for devices coming from the
registration network. We want to show users the captive portal with our Null authentication
sources.

In the admin interface, go to Configuration ! Policies and Access Control ! Connection
Profiles, and click on Add Profile . Provide the following information:

¥ Profile Name: registration
¥ Filters: If any VLAN 102
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¥ Sources: null-source

Then click on Save

11.4.1. Testing VLAN Based Enforcement
You can now test the registration process. In order to do so:

¥ connect an unregistered device into the switch

¥ make sure PacketFence receives the radius authentication request from the switch.
Look into the PacketFence log file: /usr/local/pf/logs/packetfence.log

¥ make sure PacketFence handles RADIUS requests and sets the switch port to the
registration VLAN (VLAN 102). Look again into PacketFence log file:
lusr/local/pf/logs/packetfence.log

On the computer:

¥ open a web browser
¥ try to connect to a HTTP site (eg. http://www.packetfence.com , Not HTTPS)

¥ make sure that whatever site you want to connect to, you have only access to the
registration page.

Register the computer using the Null authentication source.
Once a computer has been registered, make sure:

¥ PacketFence puts the switch port into the normal VLAN (VLAN 104)

¥ The computer has access to the network and the Internet.

For VLAN assignment issues, verify switch configuration and trace RADIUS attributes as
described in RADIUS Debugging and Network Connectivity Issues in the Troubleshooting
section.
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12. Authentication Mechanisms

This section covers authentication mechanisms supported by PacketFence. Follow these
steps to configure authentication for the captive portal. For PKI integration, refer to the PKI

Integration section.

12.1. Microsoft Active Directory (AD)

Go in the Administration interface under Configuration ! Policies and Access Control !
Domains ! Active Directory Domains

If this section is inaccessible and you previously configured domain binding

NOTE outside PacketFence, run /usr/local/pf/addons/AD/migrate.pl

Windows Server 2008 or later required as domain controller. PacketFence
NOTE 13.1+ uses secure channel for NTLM authentication, supported only in
Windows Server 2008 and later.

Click New Domain and fill in the information about the domain.
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Configuration

New Domain x

Settings NTLM cache

Policies and Access Control

Roles
Identifier ~ mydomain
Domains
Active Directory Domains Workgroup  DOMAIN
Realms

DNS name of the domain ~ DOMAIN.NET
Authentication Sources
The DNS name (FQDN) of the domain.
Network Devices
This server's name  %h
Switches

2 This server's name (account name) in the Active Directory. Use '%6h' to automatically use this server hostname.
Switch Groups

Gonnection Profiles Sticky DG i

© Compliance > ‘This is used to specify a sticky domain controller o connect to. If not specified, default "* will be used to connect
to any available domain controller.
P§- Integration >
a Advanced Access Active Directory FQDN  ad-server-fqdn.domain.net
: x pJ

Configuration The FQON of the Active Directory server.

%" Network Configuration >
Active Directory IP 192.168.1.20

2 System Configuration >

The IPv4 of the Active Directory server. This field is optional if Active Directory server's FQDN is resolvable using
specified DNS servers. Note: If DNS server, Active Directory Server's FQDN and IP are all given, PacketFence will
use the resolved IP address instead of this.

DNS server(s)  192.168.1.20

The IP address(es) of the DNS server(s) for this domain. Gomma delimited if muitiple. This field is optional if Active
Directory server's FQDN and IP are specified.

OU  Computers

Use a specific OU for the PacketFence account. The OU string read from top to bottom without RDNs and
delimited by a 'f". {ex: Computers/Servers/Unix)

Machine account password sresesererece ®

Password / password hash of the machine account, password will be hashed and stored in config filss, you won't
be able to retrieve your plain text password once click create or save. Type another value to change the password,
or leave it as-is

Domain administrator username  Administrator

Domain Administrator's Username, PacketFence will only use this to update machine accounts in Active Directory,
this will not be saved into config file.

Domain administrator password sresrseres ®
Domain administrator's password, PacketFence will only use this to update machine account in Active Directory,

this will not be saved into config file.

NTLM v2 only
If you enabled "Send NTLMv2 Response Only. Refuse LM & NTLM" (only allow ntim v2) in Network Security: LAN
Manager authentication level.

Allow on registration
If this option is enabled, the device will be able to reach the Active Directory from the registration VLAN.

Note: "Allow on registration" option requires passthroughs to be enabled as well as configured to allow both the
domain DNS name and each domain controllers DNS name (or ".dns name). Example: inverse.local, “.inverse.local

Where :

¥ Identifier is a unique identifier for the domain. 1tOs purpose is only visual.
¥ Workgroup is the workgroup of the domain in the old syntax (like NT4).

¥ DNS name of the domain is the FQDN of the domain. The one that suffixes the account
names.

¥ This serverOs name is the name that the server®s account will have in the Active
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Directory.
¥ Sticky DC is the preferred domain controller to connect to.
¥ Active Directory FQDN FQDN of the Domain Controller.
¥ Active Directory IP  IP Address of the Domain Controller.

¥ DNS server is the IP address of the DNS server of this domain. Make sure that the server
you put there has the proper DNS entries for this domain.

¥ OU is the OU in the Active Directory where the computer account will be created.
¥ Machine account password  password of serverOs account in the Active Directory

¥ Allow on registration  would allow devices in the registration network to communicate
with the DC.

¥ additional machine accounts  How many additional machine accounts will be created
to handle NTLM authentication. By default 0. Means only 1 machine account will be
created. Maximum is 10, you can only create 10 additional machine accounts.

Always check domain settings by running net config workstation  on the domain controller.
form the output,

¥ Full Computer Name is for Active Directory FQDN
¥ Workstation Domain DNS Name is for DNS name of the domain

¥ Workstation domain is for Workgroup

If using an Active/Active cluster, each member of the cluster must be joined

NOTE separately. Follow the instructions in the PacketFence Clustering Guide.

If using PacketFence in cluster mode, save the domain settings on each of
the nodes by given the same clear-text machine account password. By
default, PacketFence will only save the NT hash of the machine account

NOTE password, and it will be shown in Admin Ul. However, PacketFence cannot
create a machine account using a password hash. To keep the domain
settings identical on all the nodes, type in the same clear-text machine
account password on each of the node and save them.

after version 14.0, the PacketFence domain.conf will be updated, domain
identifier is changed from previously single identifier to "hostname

identifier". If running PacketFence in a cluster, check the corresponding
sections for each node.

NOTE

12.1.1. Domain Joining on A PacketFence cluster (v14.x)

WeOve updated the structure of domain.conf file since v14.0, the section name stored in
domain.conf file has been changed from domain identifier to hostname + domain
identifier ~ combination. This change causes a node in a cluster to read domain settings
from its own individual section identified by its unique hostname. Therefore, it is not
required to use %has (or as a prefix / suffix of) the machine account anymore. Now itOs
technically possible to have fully customized domain settings for a specific hode.

Setting up a new cluster

ThereOs a difference in domain profile creation for PacketFence cluster running
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PacketFence v14.x:

When you create the domain profile from Admin Ul for a PacketFence cluster, The profile is
actually created only on the node that handles the API request. Therefore, go through all
the nodes and create a domain profile for each of them.

During the domain profile creation, a machine account used for NTLM authentication is also
created in Windows domain controller. Due to the limitation of secure connection binding,
we are not able to establish multiple secure connections using a shared machine account.
Ensure the machine account names are unique if not using %has (or as part of) the machine
account name.

There are 2 ways of creating the domain profile on a selected node:

¥ Using API Redirect
¥ Login into Admin Panel using real IP

To use API Redirect, login into PacketFence Admin Panel , navigate to Status ! Services !
API redirect, choose a node that handles the API request. And you will create the domain
profile for the node you selected.

Login into Admin Panel using real IP is also simple: Login into PacketFence Admin Panel
using the nodeOs real management IP instead of virtual IP. For example, a cluster consists of

3 nodes with a VIP = 192.168.4.70, and real IP = 192.168.4.71, 192.168.4.72, 192.168.4.73.
simply iterate the 3 real IPs, login into Admin Panel from https://real ip:1443 .

Upgrade from a version prior to v14.0

If you are doing an upgrade, please refer to the upgrade guide section for vi14, you might
need to manually combine the domain configuration file and sync them to all cluster
members.

It is required to use individual machine account for each node to avoid secure

NOTE : T
connection binding issues.

Domain config file structure and example

Assuming that we have a PacketFence cluster of 3 nodes with hosthnames of pf-nodel, pf-
node2and pf-node3 and we joined "domainA" an example of domain.conf for a cluster looks
like this:

[ pf-nodel domainA]
ntlm_auth_port =5000
server_namenodel
dns_namea.com

[...]

[ pf-node2 domainA]
ntlm_auth_port =5000
server_namenode2
dns_namea.com

[..]
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https://real_ip:1443

[ pf-node3 domainA]
ntlm_auth_port =5000
server_namenode3
dns_nanvea.com

[..]

Ehh Status Reports Auditing Nodes Users Configuration Qadmin ~ @
e Services
Dashboard .
hancis | 088 systema -
Network Threats
- CLUSTER
Network Communication Service debian1 debian2 debian3
@ APl Redirect ~
Local Queue
Alive Disabls Alive Disabl Alive
® Eainil L4 eyl L @1 Gepiant (182.168.4.61)
Enabled 'Y @ Restart Enabled ] C' Restart Enabled ]

1
debian2 (192.168.4.62)

-frontend
api-fronten P

o s (] 9 debian3 (192.168.4.63)

el ‘ Restart All

@
Disable

Either the steps will allow you to create the domain profile on the selected node.

Windows does not allow machine account to be shared when initialize secure
connection. Therefore, each node in a cluster has to use a unique machine
account. Either include %h as part of the machine account or use a unique
fully customized machine account name for each of the node. For example, if
NOTE using "A" as machine account name in node1Os domain profile creation, and
continuing to use "A" as machine account name to create a domain profile
from another node, this will eventually cause nodel and node2 trying to bind
the same machine onto its own secure connection, and cause NTLM
authentication interruptions and failures.

After changing the node that handles the API request or choosing the node manually
(method 2), do the following steps:

¥ navigate to "Configuration" " "Policies and Access Control" " "Active Directory
Domains"
¥ fill in the information required to create the domain profile and then click "Create".

¥ PacketFence will create the domain profile for the node only that handles the API
request.

¥ switch back to API redirect and select another node in the cluster

¥ back to "Configuration" " "Policies and Access Control" " "Active Directory Domains"
and create the domain profile for another node.

¥ Repeat the previous steps until all the nodes are done with domain profile creation.

12.1.2. Troubleshooting

In order to troubleshoot unsuccessful binds, please refer to the following file
lusr/local/pf/log/packetfence.log . Search for ntim-auth-api-domain for all ntim-auth-api
entries.
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grep "ntim-auth-api-domain™ /usr/local/pf/log/packetfence.log
To check the service status and journal log, use
journalctl  -f -u packetfence-ntim-auth-api-domain@[domain_id]

for domain specific logs. Replace [domain_id] with the domain

To test the authentication process, use the following command

lusr/local/pf/bin/ntim_auth_wrapper --username=administrator

12.1.3. Default Domain Configuration

Now define the domain to use as the default one by creating the following realm in
Configuration ! Policies and Access Control ! Domains ! REALMS
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Configuration API  dashboard

« Realm DEFAULT x

B8 Policies and Access Control

Roles Ream  DEFAULT n

Domains NTLM Auth Configuration

Active Directory Domains

Realms
Domain  mydomain -
Authentication Sources The domain to use for the authentication in that realm
Network Devices Freeradius Proxy Configuration
Switches

Switch Groups
Realm Options  strip

Connection Profiles

© compliance A You can add FreeRADIUS options in the realm definition
- Integration A
RADIUS AUTH -
& Advanced Access
! ‘ ~ .
Configuration The RADIUS Server(s) to proxy authentication.
= " .
®." Network Configuration ~ Type  Keyed Balance -
% System Configuration A Home server pool type.

Authorize from PacketFence o

Should we forward the request to PacketFence to have a dynamic answer or do we use the remote proxy server
answered attributes?

RADIUS ACCT —

The RADIUS Server(s) to proxy accounting.
Type  Load Balance -
Home server pool type.

Freeradius Eduroam Proxy Configuration

Eduroam Realm Options

You can add Eduroam FreeRADIUS options in the realm definition.

Eduroam RADIUS AUTH -

The RADIUS Server(s) to proxy authentication

Type  Keyed Balance -
Home server pool type.

Authorize from PacketFence c

Should we forward the request to PacketFence to have a dynamic answer or do we use the remote proxy server
answered attributes?

Eduroam RADIUS ACCT -

The RADIUS Server(s) to proxy accounting.
Type  Load Balance -
Home server pool type.

Stripping Configuration

Strip on the portal

Should the usernames matching this realm be stripped when used on the captive portal.

Strip on the admin

Should the userames matching this realm be stripped when used on the administration interface.

Strip in RADIUS authorization

Should the usernames matching this realm be stripped when used in the authorization phase of 802.1x
Note that this doesn't control the stripping in FreeRADIUS, use the options above for that.

Custom attributes

Allow to use custom attributes to authenticate 802.1x users (attributes are defined in the source)

LDAP source -

The LDAP Server to query the custom attributes.
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Next, restart PacketFence in Status ! Services

12.1.4. Multiple Domains Authentication

First configure the domains in Configuration ! Policies and Access Control ! Domains !
Active Directory Domains .

Once they are configured, go in Configuration ! Policies and Access Control ! Domains !
REALMS.

Create a new realm that matches the DNS name of the domain AND one that matches the
workgroup. In the case of this example, it will be DOMAIN.NET tied to mydomain.
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Configuration API  dashboard

New Realm X

B8 Policies and Access Control
Realm  DOMAIN.NET

Roles
Domains NTLM Auth Configuration

Active Directory Domains

Realms

Domain  mydomain -

Authentication Sources The domain to use for the authentication in that realm
Network Devices Freeradius Proxy Configuration

Switches

Switch Groups
Realm Options  strip

Connection Profiles

© compliance A You can add FreeRADIUS options in the realm definition
- Integration A
RADIUS AUTH -
& Advanced Access
! ; ~ .
Gonfiguration The RADIUS Server(s) to proxy authentication
q . .
" Network Configuration ~ Type  Keyed Balance -
Q: System Configuration A Home server pool type.

Authorize from PacketFence o

Should we forward the request to PacketFence to have a dynamic answer or do we use the remote proxy server
answered attributes?

RADIUS ACCT —

The RADIUS Server(s) to proxy accounting.
Type  Load Balance -
Home server pool type:

Freeradius Eduroam Proxy Configuration

Eduroam Realm Options

You can add Eduroam FreeRADIUS options in the realm definition.

Eduroam RADIUS AUTH -

The RADIUS Server(s) to proxy authentication

Type  Keyed Balance -
Home server pool type.

Authorize from PacketFence c

Should we forward the request to PacketFence to have a dynamic answer or do we use the remote proxy server
answered attributes?

Eduroam RADIUS ACCT -

The RADIUS Server(s) to proxy accounting.
Type  Load Balance -
Home server pool type.

Stripping Configuration

Strip on the portal O

Should the usernames matching this realm be stripped when used on the captive portal.

Strip on the admin o

Should the userames matching this realm be stripped when used on the administration interface.

Strip in RADIUS authorization ()
Should the usernames matching this realm be stripped when used in the authorization phase of 802.1x.
Note that this doesn't control the stripping in FreeRADIUS, use the options above for that.

Custom attributes

Allow to use custom attributes to authenticate 802.1x users (attributes are defined in the source)

LDAP source v

The LDAP Server to query the custom attributes.
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Where :

¥ Realm is either the DNS name (FQDN) of the domain or the workgroup
¥ Domain is the Active Directory domain where PacketFence sends the NTLM request

¥ Realm options are any realm options that you want to add to the FreeRADIUS
configuration

¥ Domain is the domain which is associated to this realm
¥ RADIUS Auth is the RADIUS authentication server to proxy the request to
¥ Type is the home server pool type

¥ Authorize from PacketFence  specifies if we forward the request to PacketFence to
have a dynamic answer or do we use the remote proxy server answered attributes

¥ RADIUS Acct is the RADIUS accounting server to proxy the request to
¥ Type is the home server pool type

¥ Eduroam Realm Options You can add Eduroam FreeRADIUS options in the realm
definition

¥ Eduroam RADIUS Auth is the RADIUS Eduroam authentication server to proxy the
request to

¥ Type is the home server pool type

¥ Authorize from PacketFence  specifies if we forward the request to PacketFence to
have a dynamic answer or do we use the remote proxy server answered attributes

¥ Eduroam RADIUS Acct is the RADIUS Eduroam accounting server to proxy the request
to

¥ Type is the home server pool type

¥ Strip on the portal Should the usernames matching this realm be stripped when used on
the captive portal

¥ Strip on the admin  Should the usernames matching this realm be stripped when used
on the admin interface

¥ Strip in RADIUS authorization  Should the usernames matching this realm be stripped
when used in the authorization phase of 802.1X

¥ Custom attributes Allow to use custom attributes to authenticate 802.1X users
(attributes are defined in the source)

¥ LDAP source The LDAP Server to query the custom attributes
Now associate DEFAULT and NULL realms to the domain.

The following realm configuration should now be in place
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7
=‘~= Status Reports Auditing Nodes Users Configuration API (dashboard] @ admin ¥ @ 3¢ A

Domains

Policies and Access

Control v Active Directory Domains Realms

Roles
Realms

Domains

Active Directory Domains

Realms

Authentication Sources

Clear Search

New Realm 25

“»

Network Devices

Switches

I ;
>

RADIUS RADIUS Strip
Switch Groups Authenti  Accounti  Strip Strip RADIU
i X Name Domain cation ng Portal Admin S
Connection Profiles
© compliance A )
DEFAUL mydomai
R Delete M
P8 Integration o T n ® ® (] -
Advanced Access
E Configuration ~ LOCAL [ ] [ ) @
®" Network Configuration A
. . mydomai
Q2 System Configuration A NULL n [ ] () [ )

12.1.5. Windows subdomain joining limitations

PacketFence supports multiple domain authentications as well as authentications
performed against domains and subdomains.

But be aware that according to Windows Domain ControllerOs architecture and
implementation, PacketFence cannot be joined on a subdomainif the subdomain shares the
Domain Controller with the existing parent domain.

The only way to join PacketFence on a subdomain is to join it on a subdomain who has its
own Domain Controller that belongs to a parent domain.

Check MicrosoftOs Learn, FAQ and discussions about subdomain computer joining.
https://learn.microsoft.com/en-us/answers/questions/342052/can-create-an-sub-
domain-and-add-user-uder-the-cre

12.1.6. Authenticating using Windows Trusted Domains

PacketFence supports domain trust relations to be passed to the correct Domain
Controller. However, there isnOt a way to configure the trusted domain settings from the
Admin UL

To authentication resources on a trusted domain, use the "--domain=" option in
ntim_auth_wrapper. Manually modify PacketFenceOs FreeRADIUS mschap module template
file located at /usr/local/pf/conf/radiusd/mschap.conf Locate the best mschap section
that works for the situation and add a --domain=DOMAIN_TRUST_ SETTIk>She
ntim_auth_wrapper executable path.
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After saving the changes, re-generate the FreeRADIUS configuration by restarting radius
services and test if it works.

12.2. OAuth2 Authentication

NOTE OAuth2 authentication does not work with Webauth enforcement

OAuth2 authentication will fail by design when previewed through

NOTE "Connection Profiles"

The captive portal of PacketFence allows a guest/user to register using his Google,
Facebook, LinkedIn, Windows Live, OpenlD Connect or Github account.

For each providers, we maintain an allowed domain list to punch holes into the firewall so
the user can hit the provider login page. This list is available in each OAuth2 authentication
source.

Enable the passthrough option in the PacketFence configuration (fencing.passthrough in
pf.conf).

12.2.1. Google

To use Google as a OAuth2 provider, get an API key to access their services. Sign up here :
https://code.google.com/apis/console . In the Google APIs Console, go into Credentials !
Create Credentials ! OAuth client ID ! Web Application , then enter a name and use this
URI for the Authorized redirect URIs  field : https://YOUR_PORTAL_HOSTNAME/oauth2/
callback. Of course, replace the hostname with the values from general.hostname and
general.domain. Save to get the Client ID and Client secret.

Keep the default configuration, modify the App ID & App Secret (Given by Google on the
developer platform) and Portal URL ( hitps:/YOUR_PORTAL HOSTNAME/oauth2/
callback).

Also, add the following Authorized domains : *.google.com, *.google.ca, *.google.fr,
*.gstatic.com,googleapis.com,accounts.youtube.com (Ensure to have the google domain
from the appropriate country like Canada # *.google.ca, France # *.google.fr, etcE)

Once the client id, and API key are available, configure the OAuth2 provider. This can be
done by adding a Google OAuth2 authentication source from Configuration ! Policies and
Access Control ! Authentication Sources . Remember to add the Authentication Rules with
at least two Actions (example: Role and Access duration).

Moreover, donOt forget to add Google as a Source from the connection profile definition,
available from Configuration ! Policies and Access Control ! Connection Profiles

12.2.2. Facebook

To use Facebook as an authentication source, an API code and a secret key are also needed.
To get one, go here: https://developers.facebook.com/apps . When creating the App,
specify the following as the Website URL: https://YOUR_PORTAL HOSTNAME/oauth2/
callback Of course, replace the hostname with the values from general.hostname and
general.domain.
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To find the secret, go in the newly created app, and click on Settings ! Basic .

While in Settings ! Basic , add YOUR_PORTAL_HOSTNAME in the App Domains field.
Next, add the product Facebook Login . Click on Set up, and choose Web platform. Go
through the 5 steps, then on the left side of the screen, go in Settings under Facebook
Login. For Valid OAuth Redirect URIs , enter https:/YOUR_PORTAL HOSTNAME/oauth2/
callback and then save changes.

Also, add the following Authorized domains : * facebook.com, *.fbcdn.net,
*.akamaihd.net, *.akamaiedge.net, *.edgekey.net, *.akamai.net (May change)

Once the information is available, configure the OAuth2 provider. This can be done by
adding a Facebook OAuth2 authentication source from  Configuration ! Policies and
Access Control ! Authentication Sources . Remember to add the Authentication Rules with
at least two Actions (example: Role and Access duration).

Keep the default configuration, modify the App ID & App Secret (Given by Facebook on the
developer platform) and Portal URL ( hitps://YOUR_PORTAL_HOSTNAME/oauth2/
callback).

Moreover, donOt forget to add Facebook as a Source from the connection profile definition,
available from Configuration ! Policies and Access Control ! Connection Profiles

By allowing OAuth through Facebook, you will give Facebook access to

CAUTION the users while they are sitting in the registration VLAN.

12.2.3. Github

To use Github, an API code and a secret key are also needed. To get one, create an App
here: https://github.com/settings/applications/new . When creating the App, specify the
following as the Callback URL https:/YOUR_PORTAL_HOSTNAME/oauth2/callback

Of course, replace the hostname with the values from  general.hostname and
general.domain.

Once the information is available, configure the OAuth2 provider. This can be done by
adding a GitHub OAuth2 authentication source from Configuration ! Policies and Access
Control ! Authentication Sources . Remember to add the Authentication Rules with at least
two Actions (example: Role and Access duration).

Moreover, donOt forget to add GitHub as a Source from the connection profile definition,
available from Configuration ! Policies and Access Control ! Connection Profiles

12.2.4. Kickbox

To use Kickbox, an API key is needed. To get one, first create an account on
https://kickbox.io , then navigate to https://app.kickbox.com/settings/keys . Click on API
Keys | Create Key . Pick a name and choose Production mode and Single verification.

Once the API key is available, configure the OAuth2 provider. This can be done by adding a
Kickbox authentication source from  Configuration ! Policies and Access Control !
Authentication Sources . Remember to add the Authentication Rules with at least two
Actions (example: Role and Access duration).
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Moreover, donOt forget to add Kickbox as a Source from the connection profile definition,
available from Configuration ! Policies and Access Control ! Connection Profiles

12.2.5. LinkedIn

To use LinkedIn, an API code and a secret key are also needed. To get one, create an App
here: https://developer.linkedin.com/ . When creating the App, specify the following as the
Callback URL https://YOUR_PORTAL_HOSTNAME/oauth2/callback

Get more details about how to configure the Linkedln application inside  Microsoft
documentation .

Of course, replace the hostname with the values from general.hostname and
general.domain.

Once the information is available, configure the OAuth2 provider. This can be done by
adding a LinkedIn OAuth2 authentication source from Configuration ! Policies and Access
Control ! Authentication Sources . Remember to add the Authentication Rules with at least
two Actions (example: Role and Access duration).

Moreover, donOt forget to add LinkedIn as a Source from the connection profile definition,
available from Configuration ! Policies and Access Control ! Connection Profiles

When testing LinkedIn OAuth2, use a different LinkedIn account to setup

NOTE the application and to test the Source in the captive portal.

12.2.6. OpenlD Connect

Using OpenID Connect is a bit different than other OAuth2 sources. The reason behind that
is because setting up a custom OpenID Connect source or depending on a provider for it.
Configuration like token path, authorize path or APl URL are specific to the setup. For more
information on how to create oneOs own or get a host please visit: https://openid.net/
connect/ .

When creating the App, specify the following as the Callback URL,
https://YOUR_PORTAL_HOSTNAME/oauth2/callback

Of course, replace the hostname with the values from general.hostname and
general.domain.

OpenID connect have different ways to be configured, create a client ID and a client secret
to work with PacketFence.

Once the information is available, configure the OAuth2 provider. This can be done by
adding an OpenID OAuth2 authentication source from Configuration ! Policies and Access
Control ! Authentication Sources . Remember to add the Authentication Rules with at least
two Actions (example: Role and Access duration).

Moreover, donOt forget to add OpenlID as a Source from the connection profile definition,
available from Configuration ! Policies and Access Control ! Connection Profiles

12.2.7. Twilio

To use Twilio, first create an account on https://www.twilio.com . From the console
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(dashboard) https://www.twilio.com/console create a 3rd Party Integration . Note the
Account SID and Auth Token for later use. From the Phone Manager

https://www.twilio.com/console/phone-numbers/incoming click the + button to Buy a
number with SMS capability - no payment is needed to start using this phone number right
away.

Once the information is available, configure the OAuth2 provider. This can be done by
adding a Twilio OAuth2 authentication source from Configuration ! Policies and Access
Control ! Authentication Sources . Enter the Account SID, Auth Token and Phone Number
(From) from above. Remember to add the Authentication Rules with at least two Actions
(example: Role and Access duration).

Moreover, donOt forget to add Twilio as a Source from the connection profile definition,
available from Configuration ! Policies and Access Control ! Connection Profiles

12.2.8. Windows Live

To use Windows live, an API code and a secret key are also needed. To get one, create an
App here:
.https://portal.azure.com/#blade/Microsoft AAD_RegisteredApps/ApplicationsListBlade

When creating the App, specify the following as the Callback URL

https://YOUR_PORTAL_HOSTNAME/oauth2/callback  replacing the hostname with the

values from general.hostname and general.domain.

Once the information is available, configure the OAuth2 provider. This can be done by
adding a WindowsLive OAuth2 authentication source from  Configuration ! Policies and
Access Control ! Authentication Sources . Remember to add the Authentication Rules with
at least two Actions (example: Role and Access duration).

The App ID in PacketFence will be Application (client) ID in the Azure portal.

The App secret must be a client secret created in the Certificates & secrets section of the
app on Azure AD. Note that Azure AD secrets do expire so set a reminder to update the
secret before it expires.

Moreover, donOt forget to add WindowsLive as a Source from the connection profile
definition, available from Configuration ! Policies and Access Control | Connection
Profiles.

12.3. Eduroam

Eduroam (education roaming) is the secure, world-wide roaming
access service developed for the international research and
education community.

Eduroam allows students, researchers and staff from participating
institutions to obtain Internet connectivity across campus and
when visiting other participating institutions by simply opening
their laptop.
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PacketFence supports Eduroam and allows participating institutions to authenticate both
locally visiting users from other institutions as well as allowing other institutions to

authenticate local users.

Understanding of the Eduroam authentication workflow.

12.3.1. Local authentication

Internal eduroam authentication

Wifi Controller
o l 1—> 2>
>y M‘ * 7

User Access Point T T Edurcra$ Servers
6

3 5c &8

5a

— NTLM gurcas PacketFence Internet
MTLM failure —

Eb
4
5 6 T
¢ Local
E@ Yes ealm? No

Active directory

. The device connects on the Eduroam SSID.
The access point forwards the authentication request to the wireless controller.
The controller sends the RADIUS authentication to PacketFence on port 11812.
PacketFence checks if itOs a local REALM.

g & W N R

domain controller to verify the identity. [loweralpha]
a. The AD validated the credentials.
b. The AD did not validate the credentials. PacketFence sends a RADIUS Reject.

If itOs local REALM, PacketFence does a NTLM request to the Active Directory (AD)

c. After a successful NTLM authentication, PacketFence returns a Radius Access

Accept to the wireless controller to apply the production VLAN for that MAC address.

6. If itOs a not local REALM, PacketFence proxies the radius request to the Eduroam servers.

7. The Eduroam servers validate the identity.

8. PacketFence returns a Radius Access Accept to the wireless controller to apply the

production VLAN for that MAC address.
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12.3.2. Configure the Eduroam source

Open the admin interface and go to Configuration ! Policies and Access Control !
Authentication Sources .

First, create RADIUS sources for each Eduroam servers you want to define.
To do that click New internal source and choose RADIUS.

Fill the Name, Description, Host, Port, Secret and disable Monitor. (The information to
configure that source could be found on the Eduroam platform)

Next click on Exclusive Sources and click on New exclusive source then Eduroam

Associate the Radius sources you previously configured in Eduroam RADIUS AUSECction,
define the radius listening port and keep the type to Keyed Balance

In order to handle correctly external and internal students with the Eduroam source, you will
need to:

¥ define realms used by the internal students in Local Realms field
¥ create a catchall rule which will assign a role (for example: eduroam) to external students

¥ create two different connection profiles (see next sections)

12.3.3. Create the connection profile to authenticate external students

Go to Configuration ! Policies and Access Control ! Connection Profiles ! New
Connection Profile .

Create a connection profile named External Eduroam authentication  Check Automatically
register devices then create a Realm filter eduroam Make sure to add the previously
created Eduroam source to match on the external users.

12.3.4. Create the connection profile to authenticate internal students

Go to Configuration ! Policies and Access Control ! Connection Profiles ! New
Connection Profile .

Create a connection profile named Local Eduroam authentication Check Automatically
register devices then create a SSID filter Eduroam Make sure to add the AD source to
match on the local users.

This connection profile need to be after External Eduroam
WARNING authentication connection profile. Otherwise, it will also match request
for external students and this is not what we want.

12.3.5. Inbound authentication (TLRS to PF)
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Inbound eduroam authentication

—MTLM succes
PacketFence Internet
—MNTLM failure
B : NTLM I N
@ E request | i

Active directory

Eduroam servers

1. Eduroam sends the RADIUS authentication to a public IP address (NAT/PAT) bound to
PacketFence on the management IP address (Management VIP for a cluster) on port
1812,

2. PacketFence forwards the NTLM request to the Active Directory.
3. NTLM response [loweralpha]

a. Successful user identify authentication on the AD

b. NTLM request fails because of a bad identity

4. PacketFence replies to the Eduroam servers either a RADIUS Access Accept for a
sucessful authentication or a RADIUS access reject for an unsuccessful authentication.
PacketFence sets the REALM to Eduroam for all successful authentications.

First, you need to refer to the previous step Configure the Eduroam source .

For this use case, there is no need to create a connection profile in PacketFence.
FreeRADIUS will only perform a NTLM Auth and wonOt send RADIUS request to
PacketFence API.

12.4. SAML Authentication

12.4.1. Common SAML configuration

PacketFence supports SAML authentication in the captive portal in combination with
another internal source to define the level of authorization of the user.

First, transfer the Identity Provider metadata on the PacketFence server. In this example, it
will be under the path /usr/local/pf/conf/idp-metadata.xml
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Then, transfer the certificate and CA certificate of the Identity provider on the server. In this
example, they will be under the paths /usr/local/pf/conf/ssl/idp.crt and
lusr/local/pf/conf/ssl/idp-ca.crt . If it is a self-signed certificate, then you will be able to
use it as the CA in the PacketFence configuration. Make sure ----- BEGIN CERTIFICATE-----
and ----- END CERTIFICATE---- headers are present in these certificate files.

Then, to configure SAML in PacketFence, go in Configuration ! Policies and Access
Control | Sources and then create a new Internal source of the type SAML and configure it.

=‘"= Status Reports Auditing Nodes Users Configuration API (dashboard @ admin ¥ @

New Authentication Source X
. Policies and Access
v
== Control Name  mysaml
Roles
Description ~ Acme Inc.
Domains
Active Directory Domains
Service Provider entity ID ~ PF_ENTITY_ID
Realms
Authentication Sources Path to Service Provider key  /usr/local/pf/conf/ssl/server.key
(x509)
Network Devices
Switches Path to Service Provider cert  /usr/local/pf/conf/ssl/server.crt
Switch Groups (x509)
Conieeion Fieiles Identity Provider entity ID IDP_ENTITY_ID
© compliance S
ﬁ. Integration A Path to Identity Provider  /ust/local/pf/conf/idp-metadata.xml
P Advanced Access metadata
Configuration ~
®2" Network Configuration -~ Path to Identity Provider cert  /usr/local/pf/conf/ssl/idp.crt

(x509)
@ System Configuration A

Path to Identity Provider CA  /usr/local/pf/conf/ssl/idp-ca.crt

cert (x509)
If your Identity Provider uses a self-signed certificate, put the path to its certificate here instead

Attribute of the username in - urn:0id:0.9.2342.19200300.100.1.1
the SAML response.

Authorization source inverse v

The source to use for authorization (rule matching)

Where :
¥ Service Provider entity ID is the identifier of the Service Provider (PacketFence). Make
sure this matches the Identity Provider configuration.

¥ Path to Service Provider key is the path to the key that will be used by PacketFence to
sign its messages to the Identity Provider. A default one is provided under the path :
lusr/local/pf/conf/ssl/server.key

¥ Path to Service Provider cert is the path to the certificate associated to the key above. A
self-signed one is provided under the path : /usr/local/pf/conf/ssl/server.crt

¥ Path to Identity Provider metadata is the path to the metadata file you transferred
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above (should be in /usr/local/pf/conf/idp-metadata.xml )

¥ Path to Identity Provider cert is the path to the certificate of the identity provider you
transferred on the server above (should be in /usr/local/pf/conf/ssl/idp.crt ).

¥ Path to Identity Provider CA cert is the path to the CA certificate of the identity
provider you transferred on the server above (should be in /usr/local/pf/conf/ssl/idp-
ca.crt ). If the certificate above is self-signed, put the same path as above in this field.

¥ Attribute of the username in the SAML response is the attribute that contains the

username in the SAML assertion returned by the Identity Provider. The default should fit
at least SimpleSAMLphp.

¥ Authorization source is the source that will be used to match the username against the
rules defined in it. This allows to set the role and access duration of the user. The
Authentication section of this document contains explanations on how to configure an
LDAP source which can then be used here.

Once this is done, save the source and you will be able to download the Service Provider
metadata for PacketFence using the link Download Service Provider metadata on the page.

Configure the identity provider according to the generated metadata to complete the Trust
between PacketFence and the Identity Provider.

In the case of SimpleSAMLPHP, the following configuration was used in metadata/saml20-
sp-remote.php :

E $metadatd 'PF_ENTITY_ID] =array (

E ~AssertionConsumerService => " http://PORTAL_HOSTNAME/saml/assertign

E ‘“SingleLogoutService™ => “http://PORTAL_HOSTNAME/saml/logoff'
E);

NOTE PacketFence does not support logoff on the SAML ldentity Provider. You
can still define the URL in the metadata but it will not be used.

12.4.2. Azure SAML configuration

Azure Portal

You need to make some configuration on the Azure portal in order to create the IDP.

First create a new Entreprise application:
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= Microsoft Azure

Home > Inverse | Enterprise applications > Enterprise applications

=== Enterprise applications | All applications

WEE nverse - Azure Active Directory

« + New application O Refresh
Overview
0 Overview View, filter, and search applications in y
< Diagnose and solve problems The list of applications that are maintair

Create an application:

= Microsoft Azure £ St
Home > Inverse | Enterprise applications > Enterprise applications | All applications >

Browse Azure AD Gallery

+ Create your own application R'_V] Got feedback?

The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and co
own application here. If you are wanting to publish an application you have developed into the

Define a name and create:

Copyright © Akamai Technologies CanadallcAuthentication Mechanisms 65



Create your own application X

,Q'_V] Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
¢ application that is not in the gallery, you can create your own application here.

What's the name of your app?

| PacketFe nceSAMLI v

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

Once the application has been created click on Single sign-on
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— Microsoft Azure

Home > Inverse | Enterprise applications

1 PacketFenceSAML |

Enterprise Application

K

[ 1] -

i, Overview
Deployment Plan

#{ Diagnose and solve problems

Manage

1! Properties

a8 Owners

a:» Roles and administrators
&4 Users and groups

2 Single sign-on
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Click on SAML:

Select a single sign-on method  Help me decide

® Disabled {2 SAML
Single sign-on is not enabled. The user Rich and secure authentication to

won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol.

Then fill the information required in the section 1 (Note that the Identifier will need to match
with what you will define in PacketFence):

On this page you have to download the Certificate (base64) and the Federation Metadata
XML and copy the Azure AD Identifier.
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Set up Single Sign-On with SAML

An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Leal

more.

Read the configuration guide of for help integrating PacketFenceSAML.

o Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State (Optional)
Logout Url (Optional)

9 Attributes & Claims

givenname
surname
emailaddress
name

Unique User Identifier

e SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

Verification certificates (optional) (Preview)

Required
Active
Expired

o Set up PacketFenceSAML

https://radius.accessportal.page
https://radius.accessportal.page/saml/assertion
https://radius.accessportal.page/
https://radius.accessportal.page/

Optional

user.givenname
user.surname

user.mail
user.userprincipalname
user.userprincipalname

Active
2683ECACAFBCEA5A4330FDASCA0358A83BF3C632
1/26/2026, 3:07:58 PM

FabriceDurand @accessportal.onmicrosoft.com

https://login.microsoftonline.com/fe329187-b36b...

Download
Download
Download

You'll need to configure the application to link with Azure AD.

Login URL
Azure AD Identifier

Logout URL

‘ https://login.microsoftonline.com/fe329187-b36b...

o)

‘ https://sts.windows.net/fe329187-b36b-4444-9e1f... [ ’

‘ https://login.microsoftonline.com/fe329187-b36b...

D]

¢ Edit

& Edit

¢ Edit

¢ Edit

Last thing to do is to define which users can use this application, to do that go in "Users and

Groups" section do add users or groups.
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Home > Inverse | Enterprise applications > Enterprise applications | All applications > PacketFenceSAML

PacketFenceSAML | Users and groups

Enterprise Application
«
E5 Overview
Deployment Plan

# Diagnose and solve problems

-+ Add user/group ¢ Edit assignment il Remove &2

o The application will appear for assigned users within My Apps. Set "

Assign users and groups to app-roles for your application here. To cre

Manage

i1l Properties

‘ A First 200 shown, to search all users & gro...

da& Owners
a» Roles and administrators

&a Users and groups

Azure SAML Source

Display Name

D . Fabrice Durand

On the PacketFence side, create a new Authentication Source SAML:

Authentication Source Azure

Name

Description

Service Provider entity ID
Service Provider key (x509)
Service Provider cert (x509)
Identity Provider entity ID
Identity Provider metadata
Identity Provider cert (x509)

Identity Provider CA cert (x509)

Username Attribute

Authorization source

Azure

Azure

https://radius.accessportal.page

2. /usr/local/pficonf/ssl/server.key

2. /usr/local/pficonf/ssl/server.crt
https://sts.windows.net/fe329187-b36b-4444-9e1f-fcdddff5dc44/

2 /usr/local/pficonf/uploads/sources/Azure_idp_metadata_path_upload.crt
wn

£ /usr/local/pficonf/uploads/sources/Azure_idp_cert_path_upload.crt

2. /usr/local/pficonf/uploads/sources/Azure_idp_ca_cert_path_upload.crt

If your Identity Provider uses a self-signed certificate, put the path to its certificate here instead.

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

Main reference attribute that contain the username.

AzureAD

The source to use for authorization (rule matching).

SE] Cancel [ View Service Provider Metadata
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Where :

¥ Service Provider entity ID is the identifier of the Service Provider (PacketFence). In this
example itOs "https://radius.accessportal.page”.

¥ Path to Service Provider key is the path to the key that will be used by PacketFence to
sign its messages to the Identity Provider. A default one is provided under the path :
lusr/local/pf/conf/ssl/server.key

¥ Path to Service Provider cert is the path to the certificate associated to the key above. A
self-signed one is provided under the path : /usr/local/pf/conf/ssl/server.crt

¥ Path to Identity Provider metadata Upload the XML file you previously downloaded
from Azure.

¥ Path to Identity Provider cert  Upload the certificate you previously downloaded from
Azure.

¥ Path to Identity Provider CA cert  Upload the certificate you previously downloaded
from Azure (the same as the section above).

¥ Attribute of the username in the SAML response is the attribute that contains the
username in the SAML assertion returned by the Identity Provider. The one that can be
used with Azure is this one http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
name who return the "Unique User ldentifier" (Edit the section 2 of the Azure SAML
configuration detail to see which attribute can be used).

¥ Authorization source is the source that will be used to match the username against the
rules defined in it. This allows to set the role and access duration of the user or also the
access level of the admin interface (if you have configured the "Advanced Access
Control For Admin Login"). The Authentication section of this document contains
explanations on how to configure an Azure source which can then be used here.

12.4.3. Passthroughs

For users to access the Identity Provider login page, activate passthroughs and add the
Identity Provider domain to the allowed passthroughs.

To do so, go in Configuration ! Network Configuration ! Networks ! Fencing , then check
Passthroughs and add the Identity Provider domain name to the Passthroughslist.

Next, restart pfdns services to apply the new passthroughs.

12.5. Billing Engine

PacketFence integrates the ability to use a payment gateway to bill users to gain access to
the network. When configured, the user who wants to access the network / Internet is
prompted by a page asking for itOs personal information as well as itOs credit card
information.

PacketFence currently supports two payment gateways: Authorize.net, Paypal and Stripe.
To activate the billing, configure the following components :

¥ Billing source(s)
¥ Billing tier(s)
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12.5.1. Configuring a billing source

First select a billing provider and follow the instructions below.

Paypal

This provider requires that the PacketFence server is accessible on the
NOTE public domain. For this the PacketFence portal should be available on a
public IP using the DNS server name configured in PacketFence.

If having a business account and not wanting to configure a test environment, skip the next
section.

Sandbox account

To configure a sandbox paypal account for use in PacketFence, head to

https://developer.paypal.com/  and either sign up or login into an existing account.
Then in the Sandbox menu, click Accounts
Create an account that has the type Personal and one that has the type Business.

Afterwards, go back into accounts, and expand the business account, then click  Profile

+ Lreate ana manage More sanADoX accounts as neeaea.
SANDBOX 8
To link other accounts created in sandbox to your developer account, authenticate with the credentials of the

Accounts.
test account you want to link

Developers outside of the US should read our international developer questions.

See also: the Sandbox Testing Guide.

Webhooks Event: PR
Sandbox Accounts: (" create otk accounts ) m
Total Accounts: 2
MocK
ooks Simulat [ Account name Type Country Datecreated  Manage accounts
d Ge ; sb-Ik2nz14067759@business.exampl...  Business cA 21Feb 2022
[z}
Negative Testin; sb-4y3a4714003823@personal.exam... ~ Personal cA 21Feb 2022
Gz}

LIVE

Now, click the Change passwordink and change the password and note it.
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https://developer.paypal.com/

Account details

Profile API Credentials Funding Settings

First name:

John

Last name:

Doe

Email ID:
sb-1k2nz14067759@business.example.com

System Generated Password:
6R{7+lw]

Password:

Change password

© Note: If your system generated password is changed, your new
password will not be displayed because of one-way password

encryption.

Phone Number:
6135549121

Account type:

Business Upgrade to Pro

Account I1D:
K79FYKWYF83QE

Status:
Verified

Do the same thing with the personal account you created
Configuring the merchant account

Login into the Paypal business account that you created at
https://www.sandbox.paypal.com/ if you are wusing a sandbox account or on
https://www.paypal.com/ if you are using a real account.

Next, go to Account_Settings on the top right below the user account.
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Next, in the Account Settings , select Website Payment ! Website preferences
Configure the settings so they match the screenshot below.

Turn on Auto Return, set the return URL to https://YOUR_PORTAL_HOSTNAME/billing/
paypallverify .

Enable Payment data transfert and the Identity Token should appear, note it as it will be
required in the PacketFence configuration.

Website payment preferences

Auto return for website payments

Auto return for website payments brings your buyers back to your website immediately after completing a payment. Auto return applies to PayPal website payments,
including Buy Now button payments, donations, subscriptions, and shopping cart payments.

Return URL requirements:

Enter the URL that will be used to redirect your customers after a payment. This URL must meet the guidelines detailed below.

* According to our User Agreement, you must explain to the buyer on the page displayed by the return URL that the payment has been made and the transaction
completed.

* You must explain on the page displayed by the return URL that payment transaction details will be emailed to the buyer.

s Example: Thank you for your payment. Your transaction has been completed, and a receipt for your purchase has been emailed to you. Log into your PayPal

account to view transaction details.

Auto return

Note: Turning OFF Auto Return will disable Payment Data Transfer feature.

® on

Return URL
https://YOUR_PORTAL_HOSTMNAME/billing/paypal/verify Save

off

Payment data transfer (optional)

Payment data transfer allows you to receive notification of successful payments as they are made. The use of payment data transfer depends on your system

configuration and your Return URL. Please note that in order to use payment data transfer, you must turn on auto return.

Payment data transfer
@ on

off
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Encrypted website payments

Using encryption enhances the security of website payments by decreasing the possibility that a 3rd party could manipulate the data in your button code. If you plan on

only using encrypted buttons you can block payments from non-encrypted ones. Learn more &

Note: If you enable encrypted website payments, all of your buy now, donations, and subscriptions buttons must be encrypted via one of the following methods:

* Using the PayPal payment button with the security settings enabled.

* You encrypt all website payments before sending them to PayPal using your own code.

By enabling this feature, any buy now, donations, or subscription butten that is not encrypted will be rejected by PayPal.

Block non-encrypted website payment
® on

off

PayPal account optional

When this feature is turned on, your customers will go through an optimized checkout experience. This feature is available for buy now, donations, and shopping cart
buttons, but not for subscription buttons. Learn more &

PayPal account optional
® on

off

Contact telephone number
When you activate this option, your customers will be asked to include a telephone number with their payment information. Learn more ™

Note: Selecting On (required field) could result in a customer not completing the transaction.
Contact telephone

on (optional field)

On (required field)

@) Off (PayPal recommends this option)

Express Checkout settings

With this setting you determine if you technically support bank transfer in your Express Checkout implementation.

Support Giropay and bank transfer payments

Yes

Next go back in Account_Settings on the top right below the user account, select Website
Payment ! Encrypted payment settings

Now on this page submit the certificate used by PacketFence to Paypal
(/usr/local/pf/conf/ssl/server.crt by default).

Once submitted, note itOs associated Cert ID as it will need to be configured in PacketFence.

Still on that page, click the Downloadink to download the Paypal public certificate and put it
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on the PacketFence server under path : /usr/local/pf/conf/ssl/paypal.pem

Website Payment Certificates Back to My Profile

Dynamically encrypt your Website Payments by downloading PayPal's public certificate and provide PayPal your public certificate. You will
need to dynamically encrypt Website Payments with your own code to use this feature. Learn more

For added protection, you may also block payments that are made using non-encrypted buttons by setting this option on the Website
Payment Preferences page.

You can create simple encrypted Website Payments without downloading keys by using the PayPal Button Factory
PayPal Public Certificate

PayPal requires that you use the PayPal Public Certificate with your code to encrypt buttons so that only PayPal can decipher the encrypted
contents. Click the Download button below to download the PayPal Public Certificate.

Download

Your Public Certificates
PayPal will use your public certificate to decipher the encrypted content of your website buttons. You may add up to 6 different certificates.

Cert ID Certifying Authority Expiration Date

@ Z7TAQIVAPUXKBA  /C=GB/ST=Greater Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA 20-Jun-2022 02:59:59
Domain Validation Secure Server CA GMT-04:00

Download Remove Add

The certificate will NOT be the same if you use a sandbox account or a

CAUTION
real account.

Configuring PacketFence

Now, in the admin interface, go to Configuration ! Policies and Access Control !
Authentication Sources and create a new source of type Billing ! Paypal
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t‘.’a Status Reports Auditing Nodes Users Configuration APl (dashboard] @ admin ¥ @

Q . .
New Authentication Source b
o Policies and Access
v
Control Name  Paypal-test
Roles
Description  Paypal
Domains
Active Directory Domains
Currency  CAD -
Realms
Authentication Sources Send billing confirmation
Network Devices
Test mode o
Switches
Switch Groups Identity token  A-BCDE-FG-HIJKLMNOP
Connection Profiles
. CertID  RE2IINIING
© compliance A
R~ Integration ~
Certfile  /usr/local/pficonf/ssl/server.crt
P Advanced Access
= B A
Conflguratlon The path to the certificate you submitted to Paypal
™ , .
8" Network Configuration A Keyfile  /lust/local/pficonf/ssl/server.key
*: System Conflguratlon ~ The path to the associated key of the certificate you submitted to Paypal
Paypal certfile  /usr/local/pf/conf/ssl/paypal.pem
The path to the Paypal certificate you downloaded.
Email address  Christopher.test@test.com
The email address associated to your paypal account.
Paymenttype  Buy Now v
Authorized domains  *.paypal.com,*.paypalobjects.com
Comma-separated list of domains that will be resolve with the correct IP addresses.
Create Local Account
Create a local account on the PacketFence system based on the username provided.
Database passwords hashing NTLM -

method

Password length

Amount of logins for the local
account

Where :

The algorithm used to hash the passwords in the database.This will only affect newly created or reset
passwords.

8 -

The length of the password to generate.

0

The amount of times, the local account can be used after its created. 0 means infinite.

¥ ldentity token is the one you noted when on the 'Website Payment Preferences' page.

¥ Cert ID is the one you noted when on the 'Encrypted Payment Settings'.

¥ Payment type is whether the access is donation based (hot mandatory to pay for it).
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¥ Email address is the email address of the merchant paypal account.

¥ Cert file is the path to the PacketFence certificate ( /usr/local/pf/conf/ssl/server.crt
by default).

¥ Key file is the path to the PacketFence certificate ( /usr/local/pf/conf/ssl/server.key
by default).

¥ Paypal cert file is the path to the Paypal certificate ( /usr/local/pf/conf/ssl/paypal.pem
in this example).

¥ Currency is the currency that will be used in the transactions.

¥ Test mode should be activated if you are using a sandbox account.

If they arenOt already enabled, enable passthroughs so that users can reach
NOTE the domains of this provider. Refer to the Passthroughs section of this
document for details

Stripe
Stripe account
First go on https://dashboard.stripe.com , create an account and login.
Next on the top right click Accountthen Account settings .

Navigate to the API keys tab and note the key and secret. The test key should be used when
testing the configuration and the live key when putting the source in production.

Home Payments Balances Customers Products Reports Connect More v
Developers API keys Learn more about API authentication -
Overview

API keys £l Viewing test API keys. Toggle to view live keys.

Webhooks

Events

Standard keys
Logs These keys will allow you te authenticate API requests. Learn more
Extensions NAME TOKEN LAST USED CREATED
Publishable ke: pk_test_51Gq0pNIHkusDcikdXRXaHB4udcWvvfnjs Oct 1,2020 Jun 4, 2020
HaXQeXSRBLWlkvgGCI8wy fcfl0akEHSCpVlvXefye7
F51zbuBpJfg7s00m1pNUbn6

Secret key Reveal test key Oct 1,2020 Jun 4, 2020

Configuring PacketFence

Now, in the admin interface, go to Configuration ! Policies and Access Control !
Authentication Sources and create a new source of type Billing ! Stripe
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Auditing Nodes Users

=‘~= Status Reports

Configuration

APl (dashboard © admin ¥ @

Q . .
New Authentication Source gxn b
& Policies and Access
v
Control Name  Stripe-test
Roles
Description  stripe
Domains
Active Directory Domains
Currency  CAD -
Realms
Authentication Sources Send billing confirmation
Network Devices
Test mode o
Switches
Switch Groups Secretkey  YourSecretKey
Connection Profiles
. Publishable key  YourPublishableKey
© compliance A
Integration A
*‘ Style  Charge -
P Advanced Access
= B A
Configuration .
Authorized domains *.stripe.com
%" Network Configuration A
Comma-separated list of domains that will be resolve with the correct IP addresses.
Q: System Configuration A
Create Local Account
Create a local account on the PacketFence system based on the username provided.
Database passwords hashing NTLM -
method
The algorithm used to hash the passwords in the database.This will only affect newly created or reset
passwords.
Password length 8 =

Amount of logins for the local

account

Where :

The length of the password to generate.

0

The amount of times, the local account can be used after its created. 0 means infinite

¥ Secret key is the secret key obtained from the Stripe account.

¥ Publishable key is the publishable key obtained from the Stripe account.

¥ Style

configure it.

is whether you are doing a one-time charge or subscription based billing
(recurring). See section Subscription based registration

below for details on how to

¥ Currency is the currency that will be used in the transactions.

¥ Test mode should be activated if you are using the test key and secret account.

If they arenOt already enabled, enable passthroughs so that users can reach

NOTE
document for details.
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Stripe customer portal

PacketFence supports integrating with the Stripe customer portal and will handle
subscription cancelations by default using webhooks. Additional hooks can be supported by
extending lib/pf/billing/custom_hook.pm

In order to enable the customer portal in Stripe, go in  Settings ! Product settings ! Billing
I Customer portal . Next, enable the options you want for the customer portal.

PacketFence supports the following options:

¥ Allow customers to view their invoice history

¥ Allow customers to update their billing information

¥ Allow customers to update their payment method

¥ Allow customers to cancel subscriptions
Optionally, once this is configured, ensure the captive portal is accessible publicly for Stripe
to send it webhooks if subscription cancellations support is desired. Once its accessible
publicly, configure a webhook to receive the event customer.subscription.deleted on

https://PF_DOMAIN_NAME/hook/billing/STRIPE_SOURCE_Regplace STRIPE_SOURCEbi{Dthe
identifier (hame) of the Stripe source in the PacketFence configuration.

Next, in PacketFence, go in the Stripe source ( Configuration ! Policies and Access Control
I Authentication Sources ) and enable the option Customer portal in the Stripe source.

Now when users visit the status page ( https://PF_DOMAIN_NAME/status ), they will have
the option to manage their subscriptions and visit the Stripe customer portal.

12.5.2. Adding billing tiers

Once you have configured one or more billing source, you need to define billing tiers which
will define the price and target authentication rules for the user.

In the admin interface, go to Configuration ! Advanced Access Configuration ! Billing tiers

Then click Add billing tier and configure it.
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E‘"H Status Reports Auditing Nodes Users Configuration API (dashboard @ admin ¥ @

Q - .
New Billing Tier X
— Policies and Access
~
== Control Billing Tier ~ Simple
© Compliance ~
*_ Integration A Name  Simple access
Advanced Access
E Configuration N Description  This tier will grant you basic access to the network for a duration of 24 hours.
Captive Portal
y . Price 1.99
Filter Engines
. . The price that will be charged to the customer.
Billing Tiers P g
PKI Providers Role  guest o
Provisioners The target role of the devices that use this tier.
Portal Modules
. Access Duration 24 hours
Access Duration
. The access duration of the devices that use this tier.
Self Service Portal
- " .
*; Network Configuration A Use Time Balance
*: System Configuration A Check this box to have the access duration be a real time usage
This requires a working accounting configuration
Create
Where :

¥ Billing tier is the unique identifier of the billing tier.

¥ Name is the friendly name of the billing tier.

¥ Description is an extended description of the billing tier.

¥ Price is the amount that will be charged to the user.

¥ Access duration is the amount of time the user will be granted access to the network.
¥ Role is the target role the user should be in.

¥ Use time balance defines if the access duration should be computed on real-time
access duration meaning if the user buys 24 hours of access he can use the network for
24 hours in different time blocks. This requires a valid RADIUS accounting configuration.

If donOt want to use all the billing tiers that are defined, you can specify the

NOTE ones that should be active in the Connection profile

12.5.3. Subscription based registration

PacketFence supports subscription based billing using Stripe as a billing provider.

Stripe configuration
In the Stripe dashboard, go in Products ! Add product

Then create a new product.
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Product information

Product details

Name B

base

Description B Optional

Base access

Additional options -~

Price information

Pricing details

Pricing model B

L4

Standard pricing

Price B

CAS 3.99 CAD £

Billing period

L3

Monthly

Usage is metered B

Additional options -~

+ Add another price
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Where :

¥ Price is the price of the plan. It is important that this matches the price of the billing tier
in PacketFence.

¥ Currency is the currency that will be used in the transactions. It is important that this
matches the currency of the Stripe source in PacketFence.

¥ Billing period is the interval at which the customer should be billed. In the case of this
example, it is monthly.

Save it and edit the product to see details information

Products PRODUCTS

| overview base
Coupons $3.99 CAD / month
shipping rates

Tax rates Updated MRR
Feb 22,2022 50.00

Details 7 Edit
Name bas: 9

Descriptio Base access

D prod_LCPY13EEaANeSv

Created Feb22

Statement descriptor

Pricing <+ Add another price
pppppppppp ReaTE

$3.99 CAD / month price_1KWejVIHkusDci ] 0 active Feb 22 © Create payment link
Metadata / Edit metadata
Logs

2000k POST /v1/prices

2000k POST /v1/products

Events

A product with 1D prod_LCPY13EEaANeSv was created 2/22/22,10:56:57 AM

Where :

¥ API ID is the billing tier identifier. It is important that this matches the ID of the billing tier
in PacketFence.

Now, following the same procedure, create the advance plan.
Billing tier

When using subscription based billing, it is advised to configure the billing tier so it has an
almost infinite access duration (e.g. 20 years) as the billing provider will be contacting the
PacketFence server when the subscription is canceled.

You should configure a billing tier for each subscription plan you want to have. This example
will use the plan base and advance configured using the following parameters. In this case
price_1KWO0jVIHkusDcikdVCGcvCii and price_1HFI6mIHkusDcikdZflh5Bcj are the APl ID
copied from the 2 products.

E [ price_1KWOjVIHkusDcikdVCGcvCii]
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E nameBase access

E description =Click here if you are poor

E price =3.99

E role =guest

E access_duration =10Y

E use_time_balance=disabled

E [ price_1HFI6mIHkusDcikdZflh5Bcj]
E nameAdvanced network access

E description =Click here if you are poor

E price =9.99

E role =advanced_guest

E access_duration =10Y

E use_time_balance=disabled

Receiving updates from Stripe

As the subscription can be cancelled by a user, the PacketFence installation needs to be set

up to receive updates from Stripe.

Updates are sent using HTTP requests on a public IP.

Ensure that the PacketFence server is available through a public IP on port 80 and that the

PacketFence server hostname resolves on the public domain.

Then, in Stripe, configure a Webhookso Stripe informs PacketFence of any event that

happens in this Stripe merchant account.

In order to do so go in Your Account ! Developers ! Webhooks

and click Add an endpoint .

Home Payments Balances Customers Products Reports Connect More v
Developers Webhooks
Overview
APl keys
| webhooks
Events You Stripe API
Logs POST /v1/invoices
Extensions
Q Later
POST /webhooks
invoice. paid
Listen to Stripe events
Create webhook endpoints, so that Stripe can notify your
integration when asynchronous events occur.
Add an endpoint Test in a local environment
Learn about webhooks
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Listen ko Stripe events

Listen to Stripe events

Add an endpoint | Testin a local environment

Set up your webhook endpoint to receive live events from Stripe or learn more about Webhooks.

Endpoint URL

http://YOUR_PORTAL_HOSTMAME/hook/billing/stripe

Description

Listen to events on Connected accounts B

Version Your current version (2020-03-02) &

Select events to listen to

+ Select events

Add endpoint Cancel

Where :

¥URL is the URL to the PacketFence server. This should be
http://'YOUR_PORTAL_HOSTNAME/hook/billing/stripe

¥ Select events to listen to  Select all the events

Now every time a user unsubscribes from a plan, PacketFence will be notified and will
unregister that device from the network.

12.5.4. Extending access before it ends

PacketFence allows users to extend their access before it has ended. In order to do so,

enable Allow access to registration portal when registered accessible via the Captive
Portal tab of the Connection Profiles . Once this is activated, the users can reach
https://PORTAL_IP/status and select Extend access in order to be able to access the billing
section after they have registered.

12.6. External API Authentication

PacketFence also supports calling an external HTTP API as an authentication source. The
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external API needs to implement an authentication action and an authorization action.

12.6.1. Authentication

This should provide the information about whether or not the username/password
combination is valid

These information are available through the POST fields of the request
The server should reply with two attributes in a JSON response

¥ result : should be 1 for success, 0 for failure

¥ message : should be the reason it succeeded or failed

Example JSON response :

E {"result" :1, "message" "Valid username and password" }

12.6.2. Authorization
This should provide the actions to apply on a user based on itOs attributes

The following attributes are available for the reply : access duration , access_level,
sponsor , unregdate , category .

Sample JSON response, note that not all attributes are necessary, only send back what you
need.

E {"access_duration" :"1D", "access_level" :"ALL", "sponsor":1
E , "unregdate" :"2030-01-01", "category" : "default" }

See /usr/local/pf/laddons/example_external_auth for an example

NOTE implementation compatible with PacketFence.

12.6.3. PacketFence Configuration
In PacketFence, you need to configure an HTTP source in order to use an external API.
Here is a brief description of the fields :
¥ Host : First, the protocol, then the IP address or hostname of the API and lastly the port

to connect to the API.

¥ APl username and password : If the APl implements HTTP basic authentication (RFC
2617) these can be added in these fields. Leaving any of those two fields empty will make
PacketFence do the requests without any authentication.

¥ Authentication URL : URL relative to the host to call when doing the authentication of a
user. Note that it is automatically prefixed by a slash.

¥ Authorization URL : URL relative to the host to call when doing the authorization of a
user. Note that it is automatically prefixed by a slash.
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12.7. Azure AD integration

PacketFence supports integrating with the Azure Active Directory for authenticating users
on the captive portal, the admin interface and for 802.1X users using EAP-TTLS PAP. If your
only goal is to authenticate users on the captive portal, using the OpenID implementation of
Azure AD may be better suited. This section is aimed at providing username/password
authentication through Azure AD.

12.7.1. Creating the PacketFence app

1. Open the 'Azure Active Directory' in your Azure portal
2. Go in 'Manage"App registrations"New registration'
3. Settings for the app

a. Name: PacketFence

b. Supported account types: Accounts in this organizational directory only - (Single
tenant)

¢. Redirect URI must be left blank
d. Save the app
4. Note down the 'Application (client) ID' and 'Directory (tenant) ID' for later usage
a. In your application, go in 'Certificates & secrets' and select ‘New client secret'
i. Description: PacketFence

ii. Make sure you note down its expiry date so you can renew it before its expiration.
Failure to do so will prevent authentication from working on PacketFence

i. Save the secret
b. Note down the 'Value' of your client secret for later usage
c. Still in your application, go to 'API permissions'
i. Click on 'Add a permission’
A. Go to the 'Microsoft APIs' tab
B. Select 'Microsoft Graph'
C. Select 'Application permissions'
D. Add the permission Directory.Read.All
E. Click on 'Grant admin consent'

ii. Make sure User.Readis already there as a delegated permission

12.7.2. Disabling MFA

Currently, PacketFence requires that multi-factor authentication be disabled for the
PacketFence app. If you use Azure AD premium, you can create a rule to exclude this only
for the PacketFence application. If you donOt use Azure AD premium, this must be disabled
for all your users.
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Disabling MFA using Azure AD premium

1. Open the "Azure Active Directory" in your Azure portal
2. Go in 'Manage"Properties'
a. Click 'Manage Security defaults’
b. Disable the toggle 'Enable Security defaults' and save
3. Next, go in 'Manage"Security"Conditional Access'
a. Click 'New policy' and enter the following settings:
i. Name: 2FA policy
ii. Under 'Users and groups', select 'All users'

i. Under 'Cloud apps or actions', go in the 'Exclude' section and select the
'PacketFence' app you created earlier in the 'Select excluded cloud apps'

iv. Under 'Grant', select 'Grant access' and check 'Require multi-factor
authentication' and any other settings your organization requires.

v. At the bottom, make sure 'Enable policy' is set to 'On' and save your policy

Disabling MFA without Azure AD premium

This will disable common recommended settings from Microsoft. Using
WARNING Azure AD premium is the correct way to perform this. This option is only
suggested for testing or when its impossible to have access to Azure AD
premium.
1. Open the "Azure Active Directory" in your Azure portal
2. Under 'Manage', open 'Properties'
a. Click 'Manage Security defaults'

b. Disable the toggle 'Enable Security defaults' and save

12.7.3. Configuring PacketFence
1. In the admin interface, go to Configuration ! Policies and Access Control !
Authentication Sources , and create a new 'Azure Active Directory' internal source

a. Client ID: the 'Client ID' that was displayed while configuring the ‘PacketFence' app
inside Azure

b. Client Secret: the secret you created inside the 'PacketFence' app in Azure AD

c. Tenant ID: the 'Tenant ID' that was displayed while configuring the 'PacketFence' app
inside Azure

d. User Groups URL: the API Url where to verify the groupmembership

e. Add any authentication or administration rules and then save the source
With this configuration, you can now use this source in your connection profiles to
authenticate and authorize users on the captive portal and use it with EAP-TLS to authorize
users (getting the role and access duration) as long as your EAP-TLS certificates use the

distinguished name of the Azure AD users as their common name. Additionally, you can use
this source for authenticating users in the admin interface and for VPN access.
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Using Azure AD in 802.1X

You can perform 802.1X authentication of users using Azure AD but this will only work with
supplicants configured to perform EAP-TTLS PAP which provides the RADIUS server with
the plain-text password of the user. Support for this type of authentication is not as broad as

EAP-PEAP MSCHAPV2 in the 802.1X supplicants but unfortunately Azure AD doesnOt

support MSCHAP authentication. Refer to the documentation of your operating system on
how to configure EAP-TTLS PAP. This section will only focus on enabling EAP-TTLS PAP
for your Azure AD users in PacketFence.

1. In the admin interface, go to Configuration ! Policies and Access Control ! Realms , and

create a new realm

a. Realm: enter the realm of your Azure AD users. Example, if the usernames have the

following  format bob@inverseinc.onmicrosoft.com, then your realm
inverseinc.onmicrosoft.com

b. Go in the 'Stripping' tab of the realm and select your Azure AD source under 'Azure
AD Source for TTLS PAP’

c. Still in the 'Stripping' tab, disable (uncheck), the following settings:
i. Strip on the portal
ii. Strip on the admin
jii. Strip in RADIUS authorization
d. Save the realm
2. Restart radiusd using /usr/local/pf/bin/pfcmd service radiusd restart

3. All the users matching this realm will now authenticate against Azure AD. Make sure you
also have a connection profile with auto-registration enabled and the Azure AD source in
it so that your users are correclty authorized when connecting.

Using Azure AD EAP-TLS machine authentication

You can perform a EAP-TLS authentication and verify the machine group membership in
order to provide a access to the network.

To do that first you will have to provide to the end device a certificate that contains the
Device ID, to do this go in the Intune management interface and configure the template like
this:
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SCEP certificate

1 and later

Configuration settings

Certificate type | Device

Subject name format © (0 | CN={{AAD_Device_ID}}

Subject alternative name (1)

Attribute

As you can see the CN (Common Name) will contain the Device Identifier, so when the
device will connects on the secure SSID, the username will be equal to the device ID (like
8df07f7e-d98e-4579-aa97-bfcfaaa7fe38)

Now it just a matter to retrieve the group membership associated with the device ID, in
order to do that you will need to change the "User Groups URL" parameter in the "Azure
Active Directory" authentication source.

The URL will be https://graph.microsoft.com/v1.0/devices(deviceld="%USERNAME")/
memberO{for more information https://learn.microsoft.com/en-us/graph/api/device-list-
memberof?view=graph-rest-1.0&tabs=http )

In this example the API call will be
“https://graph.microsoft.com/v1.0//devices(deviceld="8df07f7e-d98e-4579-aa97-
bfcfaaa7fe38')/memberOf?$select=id,displayName and the reply will be:

{ "value™™"[ { "displayName"""""ZaymLed-Devices", "id""""5c5f932c-08d4-46c3-bd93-
11807f80ae35", "@odata.type""" #microsoft.graph.group” }, { "id™" 6ae04238-8e95-

4f1b-8088-17c0d6cfbd98", "displayName™""" 3D printer Laptop manager",
"@odata.type™"" #microsoft.graph.group” ,
"@odata.type""""#microsoft.graph.group", “ig c2e304d6-f245-4ab2-8f60-
58d78e57¢526", "displayName™""""Windows 11 Feature Updates” H {
"@odata.type™"" #microsoft.graph.group", “ig" 1lbcedlle-Ocae-4689-8afa-
060ec0b3341f", "displayName""""ZaymLed - 3D software" h 1,

"@odata.context"""" https://graph.microsoft.com/v1.0/$metadata#directoryObjects(id,
displayName)" }

From the "Azure Active Directory" authentication source, create an authentication rule like
this:"

Authentication Rules

© 3D_Laptop
staus @) Enavies

Name  3D_Laptop

memberOf equals 3D printer Laptop manager [-X+]
Role Machine X+

Access duration 5days X+
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12.8. Google Workspace LDAP Integration

1. Go to https://admin.google.com/ and sign in as a Google Workspace domain
administrator.
1. Go to Apps > LDAP > Add Client.

2. Provide an LDAP client name and an optional Description. Any descriptive values are
acceptable. For example, the name could be OPacketFenceO and the description could be
OPacketFence LDAP ClientO. Click the Continue button.

1. Set Access Permission as needed. You must choose either OEntire domain
(PacketFence)O or OSelected organizational unitsO for both OVerify user credentials® and
ORead user information®. Select OAdd LDAP Client®

1. Download the generated certificate. This is required for PacketFence to communicate
with the Google Secure LDAP service. Save the downloaded certificates for later use.
After downloading, click the Continue to Client Details button.

1. Expand the Service Status section and turn the LDAP client OON for everyoneO. After
selecting OSaveO, click on the OService StatusO bar again to collapse and return to the rest
of the settings.

1. Expand the Authentication section and choose OGenerate New CredentialsO. Copy/note
these credentials for later use. After selecting OCloseO, click on the OAuthenticationO bar
again to collapse and return to the rest of the settings.

12.8.1. Configuring PacketFence
1. Under 'Configuration"Policies and Access Control"Authentication Sources', create a
new 'Google Workspace LDAP' internal source

a. The following are the configuration values obtained during the LDAP client
configuration earlier:

i. Bind DN: The access credentials username
ii. Password: The access credentials password
i. Client Certificate: The .crt file text from the downloaded certificate bundle
iv. Client Key: The .key file text from the downloaded certificate bundle
b. You will also need to these properties for the Authentication Source:
i. Host: Idap.google.com / Port: 636/ Type: SSL
i. SSL Verify Mode: None

i. Base DN: (this is the Idap path for your domain.. usually something like this:
dc=example,dc=comif your email is @example.com) You might have to add
ou=Users, as a prefix in some cases, so it would beou=Users,dc=example,dc=com

iv. Scope: Subtree

v. Username Attribute: uid (unless youOve heavily customized your Google
Workspace directory)

vi. Email Attribute: mail

vii. Associated Realms: YouOll need to match a previously created realm which
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matches your example.comdomain. This will let the system strip the domain part
when searching for the user and also let the system know which source to use for
which specific realms (the @example.com part of the username) are used for
each source.

c. For Authentication and Administration rules, you can match against google group
membership (if you have configured google to allow group membership access - this
is done when creating the LDAP client on the Google workspace configuration page
on GoogleOs side, not on PacketFence). In that case, you will want to use the condition
memberQf a match of equals and the value of
cn=mygroupname,ou=Groups,dc=example,dc=cbyour group is called "mygroupname’.
Keep in mind that nested group membership does not work via Idap for google
workspace.

12.9. Advanced Access Control For Admin Login

PacketFence admin interface allows username/password login via any Internal
authentication source (local database, LDAP, etc) by default.

For other admin interface authentication types (SAML, multi-factor auth, etc), leverage
captive portal capabilities for administrator authentication.

12.9.1. Basic Configuration

In the admin interface, go to Configuration ! System Configuration ! Admin Login and
enable 'SSO Status'. To enforce SSO policy for login (disable username/password), disable
'‘Allow username/password authentication'.

Configure 'SSO Base URL' if PacketFence captive portal uses different name than
'Hostname' and 'Domain’ values in 'General Configuration'.

Configure connection profile for administrator authentication. In the admin interface, go to
Configuration ! Policies and Access Control ! Connection Profiles and create new
connection profile:

¥ Root Portal Module: 'Default admin SSO policy'
¥ Filter: URI with value ‘/fadmin-sso'
¥ Sources: The authentication sources that should be used for the login.

Restart api-frontend and httpd.portal . Admin interface login page shows new 'Single Sign
On' option (text changeable in 'Admin Login' configuration).

Any portal authentication mechanism (SAML, Akamai MFA, TOTP, etc) can authenticate
administrators. Refer to appropriate sections in this guide to configure features on
administrator authentication connection profile.

12.9.2. Advanced Configuration

Adjust captive portal policy configuration for administrator authentication as needed. Portal
modules provide flexibility and customization. Modify 'Default admin SSO policy' in
Configuration ! Advanced Access Configuration ! Portal Modules or create custom policy
for administrator authentication connection profile. See  Portal Modules section for captive
portal customization.
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12.10. External APl Authentication

PacketFence also supports calling an external HTTP API as an authentication source. The
external API needs to implement an authentication action and an authorization action.
12.10.1. Authentication

This should provide the information about whether or not the username/password
combination is valid

These information are available through the POST fields of the request
The server should reply with two attributes in a JSON response

¥ result : should be 1 for success, 0 for failure
¥ message : should be the reason it succeeded or failed

Example JSON response :

E {"result" :1, "message" "Valid username and password" }

12.10.2. Authorization
This should provide the actions to apply on a user based on itOs attributes

The following attributes are available for the reply : access duration , access_level,
sponsor , unregdate , category .

Sample JSON response, note that not all attributes are necessary, only send back what you
need.

{"access_duration" : "1D", "access_level" :"ALL", "sponsor":1

E
E , "unregdate" :"2030-01-01", "category" : "default" }

See /usr/local/pf/laddons/example_external _auth for an example

NOTE implementation compatible with PacketFence.

12.10.3. PacketFence Configuration

In PacketFence, you need to configure an HTTP source in order to use an external API.

Here is a brief description of the fields :

¥ Host : First, the protocol, then the IP address or hostname of the API and lastly the port
to connect to the API.

¥ APl username and password : If the APl implements HTTP basic authentication (RFC
2617) these can be added in these fields. Leaving any of those two fields empty will make
PacketFence do the requests without any authentication.

¥ Authentication URL : URL relative to the host to call when doing the authentication of a
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user. Note that it is automatically prefixed by a slash.

¥ Authorization URL : URL relative to the host to call when doing the authorization of a
user. Note that it is automatically prefixed by a slash.

12.11. Azure AD integration

PacketFence supports integrating with the Azure Active Directory for authenticating users
on the captive portal, the admin interface and for 802.1X users using EAP-TTLS PAP. If your
only goal is to authenticate users on the captive portal, using the OpenID implementation of
Azure AD may be better suited. This section is aimed at providing username/password
authentication through Azure AD.

12.11.1. Creating the PacketFence app

1. Open the 'Azure Active Directory' in your Azure portal
2. Go in 'Manage"App registrations"New registration'
3. Settings for the app

a. Name: PacketFence

b. Supported account types: Accounts in this organizational directory only - (Single
tenant)

¢. Redirect URI must be left blank
d. Save the app
4. Note down the 'Application (client) ID' and 'Directory (tenant) ID' for later usage
a. In your application, go in 'Certificates & secrets' and select 'New client secret'
i. Description: PacketFence

ii. Make sure you note down its expiry date so you can renew it before its expiration.
Failure to do so will prevent authentication from working on PacketFence

i. Save the secret
b. Note down the 'Value' of your client secret for later usage
c¢. Still in your application, go to 'API permissions'
i. Click on 'Add a permission’
A. Go to the 'Microsoft APIs' tab
B. Select 'Microsoft Graph'
C. Select 'Application permissions'
D. Add the permission Directory.Read.All
E. Click on 'Grant admin consent'

ii. Make sure User.Readis already there as a delegated permission

12.11.2. Disabling MFA

Currently, PacketFence requires that multi-factor authentication be disabled for the
PacketFence app. If you use Azure AD premium, you can create a rule to exclude this only
for the PacketFence application. If you donOt use Azure AD premium, this must be disabled
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for all your users.

Disabling MFA using Azure AD premium

1. Open the "Azure Active Directory" in your Azure portal
2. Go in 'Manage"Properties'
a. Click 'Manage Security defaults'
b. Disable the toggle 'Enable Security defaults' and save
3. Next, go in 'Manage"Security"Conditional Access'
a. Click 'New policy' and enter the following settings:
i. Name: 2FA policy
ii. Under 'Users and groups', select 'All users'

i. Under 'Cloud apps or actions', go in the 'Exclude' section and select the
'PacketFence' app you created earlier in the 'Select excluded cloud apps'

iv. Under 'Grant', select 'Grant access' and check 'Require multi-factor
authentication' and any other settings your organization requires.

v. At the bottom, make sure 'Enable policy' is set to 'On' and save your policy
Disabling MFA without Azure AD premium

This will disable common recommended settings from Microsoft. Using
WARNING Azure AD premium is the correct way to perform this. This option is only
suggested for testing or when its impossible to have access to Azure AD
premium.
1. Open the "Azure Active Directory" in your Azure portal
2. Under 'Manage', open 'Properties'
a. Click 'Manage Security defaults’

b. Disable the toggle 'Enable Security defaults' and save

12.11.3. Configuring PacketFence
1. In the admin interface, go to Configuration ! Policies and Access Control !
Authentication Sources , and create a new 'Azure Active Directory' internal source

a. Client ID: the 'Client ID' that was displayed while configuring the 'PacketFence' app
inside Azure

b. Client Secret: the secret you created inside the 'PacketFence' app in Azure AD

c. Tenant ID: the 'Tenant ID' that was displayed while configuring the 'PacketFence' app
inside Azure

d. User Groups URL: the API Url where to verify the groupmembership

e. Add any authentication or administration rules and then save the source
With this configuration, you can now use this source in your connection profiles to
authenticate and authorize users on the captive portal and use it with EAP-TLS to authorize

users (getting the role and access duration) as long as your EAP-TLS certificates use the
distinguished name of the Azure AD users as their common name. Additionally, you can use
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this source for authenticating users in the admin interface and for VPN access.

Using Azure AD in 802.1X

You can perform 802.1X authentication of users using Azure AD but this will only work with
supplicants configured to perform EAP-TTLS PAP which provides the RADIUS server with
the plain-text password of the user. Support for this type of authentication is not as broad as
EAP-PEAP MSCHAPV2 in the 802.1X supplicants but unfortunately Azure AD doesnOt
support MSCHAP authentication. Refer to the documentation of your operating system on
how to configure EAP-TTLS PAP. This section will only focus on enabling EAP-TTLS PAP
for your Azure AD users in PacketFence.

1. In the admin interface, go to Configuration ! Policies and Access Control ! Realms , and
create a hew realm

a. Realm: enter the realm of your Azure AD users. Example, if the usernames have the
following  format bob@inverseinc.onmicrosoft.com, then your realm is
inverseinc.onmicrosoft.com

b. Go in the 'Stripping' tab of the realm and select your Azure AD source under 'Azure
AD Source for TTLS PAP!

c. Still in the 'Stripping' tab, disable (uncheck), the following settings:
i. Strip on the portal
ii. Strip on the admin
ji. Strip in RADIUS authorization
d. Save the realm
2. Restart radiusd using /usr/local/pf/bin/pfcmd service radiusd restart

3. All the users matching this realm will now authenticate against Azure AD. Make sure you
also have a connection profile with auto-registration enabled and the Azure AD source in
it so that your users are correclty authorized when connecting.

Using Azure AD EAP-TLS machine authentication

You can perform a EAP-TLS authentication and verify the machine group membership in
order to provide a access to the network.

To do that first you will have to provide to the end device a certificate that contains the
Device ID, to do this go in the Intune management interface and configure the template like
this:
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SCEP certificate

1 and later

Configuration settings

Certificate type | Device

Subject name format © (0 | CN={{AAD_Device_ID}}

Subject alternative name (1)

Attribute

As you can see the CN (Common Name) will contain the Device Identifier, so when the
device will connects on the secure SSID, the username will be equal to the device ID (like
8df07f7e-d98e-4579-aa97-bfcfaaa7fe38)

Now it just a matter to retrieve the group membership associated with the device ID, in
order to do that you will need to change the "User Groups URL" parameter in the "Azure
Active Directory" authentication source.

The URL will be https://graph.microsoft.com/v1.0/devices(deviceld="%USERNAME")/
memberO{for more information https://learn.microsoft.com/en-us/graph/api/device-list-
memberof?view=graph-rest-1.0&tabs=http )

In this example the API call will be
“https://graph.microsoft.com/v1.0//devices(deviceld="8df07f7e-d98e-4579-aa97-
bfcfaaa7fe38')/memberOf?$select=id,displayName and the reply will be:

{ "value™™"[ { "displayName"""""ZaymLed-Devices", "id""""5c5f932c-08d4-46c3-bd93-
11807f80ae35", "@odata.type""" #microsoft.graph.group” }, { "id™" 6ae04238-8e95-

4f1b-8088-17c0d6cfbd98", "displayName™""" 3D printer Laptop manager",
"@odata.type™"" #microsoft.graph.group” ,
"@odata.type""""#microsoft.graph.group", “ig c2e304d6-f245-4ab2-8f60-
58d78e57¢526", "displayName™""""Windows 11 Feature Updates” H {
"@odata.type™"" #microsoft.graph.group", “ig" 1lbcedlle-Ocae-4689-8afa-
060ec0b3341f", "displayName""""ZaymLed - 3D software" h 1,

"@odata.context"""" https://graph.microsoft.com/v1.0/$metadata#directoryObjects(id,
displayName)" }

From the "Azure Active Directory" authentication source, create an authentication rule like
this:"

Authentication Rules

© 3D_Laptop
staus @) Enavies

Name  3D_Laptop

memberOf equals 3D printer Laptop manager [-X+]
Role Machine X+

Access duration 5days X+
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12.12. Google Workspace LDAP Integration

1. Go to https://admin.google.com/ and sign in as a Google Workspace domain
administrator.
1. Go to Apps > LDAP > Add Client.

2. Provide an LDAP client name and an optional Description. Any descriptive values are
acceptable. For example, the name could be OPacketFenceO and the description could be
OPacketFence LDAP ClientO. Click the Continue button.

1. Set Access Permission as needed. You must choose either OEntire domain
(PacketFence)O or OSelected organizational unitsO for both OVerify user credentials® and
ORead user information®. Select OAdd LDAP Client®

1. Download the generated certificate. This is required for PacketFence to communicate
with the Google Secure LDAP service. Save the downloaded certificates for later use.
After downloading, click the Continue to Client Details button.

1. Expand the Service Status section and turn the LDAP client OON for everyoneO. After
selecting OSaveO, click on the OService StatusO bar again to collapse and return to the rest
of the settings.

1. Expand the Authentication section and choose OGenerate New CredentialsO. Copy/note
these credentials for later use. After selecting OCloseO, click on the OAuthenticationO bar
again to collapse and return to the rest of the settings.

12.12.1. Configuring PacketFence
1. Under 'Configuration"Policies and Access Control"Authentication Sources', create a
new 'Google Workspace LDAP' internal source

a. The following are the configuration values obtained during the LDAP client
configuration earlier:

i. Bind DN: The access credentials username
ii. Password: The access credentials password
i. Client Certificate: The .crt file text from the downloaded certificate bundle
iv. Client Key: The .key file text from the downloaded certificate bundle
b. You will also need to these properties for the Authentication Source:
i. Host: Idap.google.com / Port: 636/ Type: SSL
i. SSL Verify Mode: None

i. Base DN: (this is the Idap path for your domain.. usually something like this:
dc=example,dc=comif your email is @example.com) You might have to add
ou=Users, as a prefix in some cases, so it would beou=Users,dc=example,dc=com

iv. Scope: Subtree

v. Username Attribute: uid (unless youOve heavily customized your Google
Workspace directory)

vi. Email Attribute: mail

vii. Associated Realms: YouOll need to match a previously created realm which
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matches your example.comdomain. This will let the system strip the domain part
when searching for the user and also let the system know which source to use for
which specific realms (the @example.com part of the username) are used for
each source.

c. For Authentication and Administration rules, you can match against google group
membership (if you have configured google to allow group membership access - this
is done when creating the LDAP client on the Google workspace configuration page
on GoogleOs side, not on PacketFence). In that case, you will want to use the condition
memberQf a match of equals and the value of
cn=mygroupname,ou=Groups,dc=example,dc=cbyour group is called "mygroupname’.
Keep in mind that nested group membership does not work via Idap for google
workspace.

Advanced Access Control For Admin Login

PacketFence admin interface allows username/password login via any Internal
authentication source (local database, LDAP, etc) by default.

For other admin interface authentication types (SAML, multi-factor auth, etc), leverage
captive portal capabilities for administrator authentication.

Basic Configuration

In the admin interface, go to Configuration ! System Configuration ! Admin Login and
enable 'SSO Status'. To enforce SSO policy for login (disable username/password), disable
'‘Allow username/password authentication'.

Configure 'SSO Base URL' if PacketFence captive portal uses different name than
'Hostname' and 'Domain’ values in 'General Configuration'.

Configure connection profile for administrator authentication. In the admin interface, go to
Configuration ! Policies and Access Control ! Connection Profiles and create new
connection profile:

¥ Root Portal Module: 'Default admin SSO policy'
¥ Filter: URI with value ‘/fadmin-sso'
¥ Sources: The authentication sources that should be used for the login.

Restart api-frontend and httpd.portal . Admin interface login page shows new 'Single Sign
On' option (text changeable in 'Admin Login' configuration).

Any portal authentication mechanism (SAML, Akamai MFA, TOTP, etc) can authenticate
administrators. Refer to appropriate sections in this guide to configure features on
administrator authentication connection profile.

Advanced Configuration

Adjust captive portal policy configuration for administrator authentication as needed. Portal
modules provide flexibility and customization. Modify 'Default admin SSO policy' in
Configuration ! Advanced Access Configuration ! Portal Modules or create custom policy
for administrator authentication connection profile. See  Portal Modules section for captive
portal customization.
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13. Advanced Portal Configuration

13.1. Portal Modules

PacketFence captive portal flow is highly customizable. Portal Modules define captive portal
behavior.

Upgrades from versions without portal modules include defaults that
NOTE maintain previous behavior: authentication uses configured Connection
Profile sources, then provisioners.

Available Portal Modules:
¥ Root Container defining modules applied in chain to user. Device is released after
completing all Root modules.
¥ Choice: Choice between multiple modules. See default registration policy example.

¥ Chained Ordered modules for user completion. Example: Google+ registration then
PayPal payment.

¥ Authentication : Multiple types available. Define modules to override required fields,
source, template or other attributes.

I Billing : One or more billing sources.

I Choice: Multiple sources and modules with advanced filtering. See Authentication
Choice module below.

Login: Username/password for multiple internal sources (Active Directory, LDAP,
etc.).

¥ Other: Modules based on assigned source type, allowing source selection, AUP
acceptance, and mandatory fields.
I MessageDisplay message to user. Example in Displaying a message to the user after
registration .

I SelectRole: Override role during device registration. Admin users can choose device
role during registration, bypassing authentication rules.

I URLRedirect to local or external URL that may return to portal. Example in  Calling an
external website .

13.1.1. Examples

Creating a custom root module
In Configuration ! Advanced Access Configuration ! Portal Modules , create a New Root
Module that wonOt affect default policy. Name it my first root_module with description "My
first root module" , then click Save.

In Configuration ! Policies and Access Control ! Connection Profiles , select the
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connection profile (likely default ) and set Root Portal Module to my first root module ,
then click Save.

Captive portal will show error since Root module is empty. Add pre-
NOTE X
configured modules to new Root module to suppress error.

Prompting for fields without authentication

To prompt fields to users without authentication, use the  Null source with the Null Portal
Module .

A pre-configured Null source is included. If it has not been modified or deleted it can be
used for this example. Otherwise, in Configuration ! Policies and Access Control !
Sources, create a new Null source with a catchall rule that assigns a role and access duration.

In Configuration ! Advanced Access Configuration ! Portal Modules , click "New Module"
and select "Authentication ! Authentication::Null* . Set the "Identifier" to prompt_fields and
configure the Portal Module with the desired "Mandatory fields" and uncheck "Require
AUP" so users do not have to accept the AUP before submitting the form.

1
=‘"= Status Reports Auditing Nodes Users Configuration API (dashboard) @ admin ¥ @ ¥ A

fel

New Portal Module X
— Policies and Access
~

== Control Name  Prompt_fields
© compliance A
*. Integration A Description ~ Survey

Advanced Access The description that will be displayed to users
& neec s v

Configuration

Survey v

Captive Portal
q q The survey to use in this portal module. Surveys are defined in survey.conf
Filter Engines v P v v
Billing Tiers Template  survey.html
PKI Providers

Provisioners Actions Add Action | If none are specified, the default ones of the module will be used.

Portal Modules

Access Duration

Self Service Portal

®." Network Configuration A

Q2 System Configuration A

Inmy first_root_module add the prompt_fields module (remove all previous modules), then
click Save. The portal will now prompt users for the fields defined in the module. Once
submitted these fields are used to assign the role and access duration that is defined in the
"Null source".

Prompting additional fields with authentication

To prompt additional fields to users during authentication, define a Module based on the
source which specifies additional mandatory fields.

Additional mandatory fields can be added to the default pre-configured policies.

Example requiring users to enter a value for "first name", "last name" and "address" before
registering:
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In Configuration ! Advanced Access Configuration ! Portal Modules , choose
"Authentication::Choice ! Guest Signup"  (default_guest_policy ). Add firstname , lastname
and address to "Mandatory fields" , then click Save.

In my first root module add the default guest policy module (removing any previous
modules). Any guest sources configured in connection profiles now require users to enter
the mandatory fields of the source (ex: phone + mobile provider) AND the mandatory fields
defined in the default guest policy

Not all sources support additional mandatory fields (ex: OAuth sources like

NOTE Google, Facebook, E).

Chained authentication

Two or more modules may be chained together in order to make users accomplish all of the
actions of each module in the desired order.

Example requiring users to login using any configured OAuth source (Github, Google+, E)
and then validate their phone number with SMS registration:

Use the default oauth policy for OAuth login, and ensure an OAuth source is configured
and available in Connection Profiles.

Create a Portal Module that will contain the SMS registration definition.

In Configuration ! Advanced Access Configuration ! Portal Modules , click "New Module"
and select type "Authentication ! SMS" . Set the "Identifier" to prompt_smsand configure the
Portal Module with with smsAuthentication Source, and uncheck "Require AUP" since users
will already have accepted the AUP earlier when registering with OAuth.
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